
Blockchain: Research and Applications 4 (2023) 100115
Contents lists available at ScienceDirect

Blockchain: Research and Applications

journal homepage: www.journals.elsevier.com/blockchain-research-and-applications
Research Article
TABS: Transforming automatically BPMN models into blockchain
smart contracts

Peter Bodorik a,*, Christian Gang Liu a, Dawn Jutla b

a Faculty of Computer Science, Dalhousie University, Halifax, NS B3H 4R2, Canada
b Sobey School of Business, Saint Mary's University, Halifax, NS B3H 3C3, Canada
A R T I C L E I N F O

Keywords:
Blockchain
Business processes modeling notation (BPMN)
Discrete event (DE) modeling
Finite state machine (FSM)
Hierarchical state machines (HSM)
Smart contract
Off-chain computation
Privacy
Smart contract interoperability
* Corresponding author.
E-mail addresses: Peter.Bodorik@dal.ca (P. Bodo

https://doi.org/10.1016/j.bcra.2022.100115
Received 7 December 2021; Received in revised fo
2096-7209/© 2022 The Authors. Published by Else
(http://creativecommons.org/licenses/by-nc-nd/4.0
A B S T R A C T

Research on blockchains addresses multiple issues, with one being the automated creation of smart contracts.
Developing smart contract methods is more difficult than mainstream software development as the underlying
blockchain infrastructure poses additional complexity. We report on a new approach to developing smart con-
tracts with the objective of automating the process to increase developer efficiency and reduce the risk of errors
introduced by software developers. To support industry adoption, we use Business Process Model and Notation
(BPMN) modeling to describe an application while targeting applications in the trade vertical. We describe a
system that transforms a BPMN model into a multi-modal model that combines Discrete Event (DE) modeling for
concurrency with Hierarchical State Machines (HSMs) to represent application functionality. Then, further
transformations are used to transform the DE-HSM model into methods in smart contracts. The system lets the
modeler decide which of the independent patterns should be transformed into methods of a separate smart
contract that is deployed on a sidechain for the purpose of (i) reducing processing costs and/or (ii) providing
privacy so that other participants in the smart contract do not have visibility into the processing of the pattern. We
also briefly describe a proof-of-concept tool we built to demonstrate the feasibility of our approach.
1. Introduction

Blockchains have received fierce attention since the publication of the
Bitcoin white paper in 2008 and the subsequent creation of the Bitcoin
blockchain in 2009. Although most public attention focuses on crypto-
currency trading, business, research, and software industry communities
have espoused the technology due to its desirable properties of trust,
immutability, availability, and transparency, amongst others. Thus,
blockchain platforms, accompanying languages, and support tools for
writing smart contracts are deservingly getting increased attention.
However, as with any new technology, blockchains and their smart
contracts also pose new challenges in both blockchain infrastructure and
blockchain application development that have slowed down the adoption
of the technology.

Blockchain application scalability, transaction throughput, and high
cost are some of the main issues that are being addressed by research. To
avoid the high cost of storage and computation, Eberhardt and Tai [1]
discussed techniques that can be used for off-chain storage and
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computation to reduce their cost. They categorized methods based on
what is moved to off-chain into (i) off-chain storage, (ii) off-chain
computation, and (iii) a hybrid approach, in which both storage and
computation are off-chained. In Refs. [2,3], computation is performed
off-chain while proofing techniques are used to record the results of
computation on the blockchain.

Another impediment to blockchain adoption is the high cost of the
consensus algorithm used to ensure, by the majority of the blockchain
network nodes, that a block of data to be appended to the chain is valid in
the face of errors or attacks. For example, Bitcoin's consensus algorithm,
which uses a proof-of-work approach, results in a maximum of five to
seven transactions per second, while Ethereum's network consensus
limits transactions to about 15 per second. Yang et al. [3] assessed the
capacity of blockchain networks and showed that it is still a critical
problem, and new approaches, such as those utilizing shards [3,4], are
being explored for solutions.

Examples of other issues being addressed include the oracle problem
due to the blockchain's inability to push or pull data from the external
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environment, privacy of recorded transactions, and compatibility issues
across smart contracts of different blockchains. Comprehensive literature
review papers on these other issues have been published with examples
being [5-13].

In developing smart contracts, blockchains have complex constraints
for applications, one being the maintenance of smart contracts that is
challenged by their immutable storage. These constraints mean that it is
even more important to use software and security engineering best
practices in new approaches and methods for introducing efficiencies, as
also recommended in Ref. [9]. We first review research on the develop-
ment of smart contracts that is closest to our work. We then describe our
goal and outline further sections.

1.1. Smart contract development

Smart contracts and their development and maintenance received
much attention from the research and development communities, as can
be seen by the literature surveys in Refs. [5–13]. Research on smart
contracts has concentrated on (a) the analysis and verification of con-
tracts that are written already and (b) approaches to create smart con-
tracts from some higher-level model. In Ref. [7], research on smart
contracts is classified into categories of (i) smart contract testing, (ii)
smart contract code analysis, (iii) smart contract code metrics, (iv) smart
contract security, (v) application performance measurements, and (vi)
blockchain applications. Since blockchains are immutable and smart
contracts are stored on the blockchain, fixing blockchain bugs in smart
contracts easily is an open issue. Hence, we observe a lot of research in
the categories listed above that concentrates on analyzing existing smart
contracts for security, vulnerabilities, correctness, and the presence of
errors.

Khan et al. [6] surveyed and classified research on blockchain smart
contracts into two broad categories: improvement and usage. The usage
category reviews how blockchains are used by applications of various
types, while the improvement category includes research and tools to
improve smart contracts either when writing them or once they exist.
Approaches listed in the survey on the writing of smart contracts rely on
defining a programming language, for instance, domain-specific or
contract-oriented, that facilitates the creation of smart contracts with
desirable properties. These approaches, although successful in that they
lead to smart contract programs with formally proven safety properties,
have not been adopted in practice as they exhibit perceived “complexity”
by developers who ultimately determine how well-accepted a program-
ming language is.

An extensive literature survey of close to 200 papers on formal
specification and verification of smart contracts was provided in
Ref. [13], in which formalism taxonomy was used to classify work into
contract-level and program-level categories, depending on the level of
abstraction used in modeling and analyses. Further classification was
performed depending on the type of abstraction used for the analysis. The
contract-level category was further classified into methods using (i)
process algebras, (ii) state transition systems, and (iii) set-based methods.
Furthermore, the program-level category was classified into (i) abstract
syntax trees, (ii) byte code, (iii) control-flow graphs, and (iv) program
traces.

The literature survey in Ref. [11] reviewed existing Model Driven
Engineering (MDE) approaches to the creation of smart contracts. One of
the classifications offered was based on modeling techniques that
included Unified Modeling Language (UML), Business Process Modeling
Notation (BPMN), Entity-Relationship Diagram (ERD), DEMO modeling
tool, ArchiMate modeling tool, and Eclipse Modeling Framework (EMF).
Our work is closest to research that uses BPMN for business process
modeling, which is then transformed into a smart contract. Early work
included (i) Bragagnolo et al. [14] described how UML, BPMN, and ER
models could be used to model blockchain-based applications but offered
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no concrete proposals, and (ii) Mendling et al. [15] described challenges
arising when analyzing the blockchain technology using Business Process
Management (BPM) lifecycle as a framework. They also identified a
number of issues beyond the BPM lifecycle management. Their analyses
led them to present seven major research directions that will emerge in
the future.

Weber et al. [16] proposed an architecture for creating smart con-
tracts from a distributed application specified as a BPMN model. The
transformation process has two phases: design and execution. In the
design phase, the BPMN model is analyzed and transformed into a
distributed application that uses a blockchain smart contract. There are
two components to the system, an off-chain component that accepts input
from the external application and transforms it into the calls to the
methods of a smart contract, and the on-chain component that includes
the smart contract methods and a run-time monitor/mediator that
manages the choreography of task activities represented by BPMN ele-
ments. From this work, there were two significant follow-up projects,
Caterpillar [17] and Lorikeet [18].

Caterpillar has been further augmented with the ability to bind actors
to roles dynamically using a proposed policy specification language
based on Petri net semantics [19,20]. The proposal has been incorporated
into the Caterpillar project software, and the approach was evaluated
with positive results. The policy specification is transformed into
methods of smart contracts used for enforcement. Di Ciccio et al. [21]
also supported model-driven engineering using BPMN for the generation
of the methods of smart contracts, and for demonstration of feasibility,
they used the Caterpillar [17] and Lorikeet [18] projects.

Loukil et al. [22] also started with a BPMN model, but one of their
requirements is to address the issue of smart contract immutability and
hence require the creation and deployment of a new contract any time
new updates are required. Thus, instead of generating a compiled version
of a smart contract from a BPMNmodel, they advocated the creation and
deployment of one generic smart contract that invokes predefined
functions. They proposed a system architecture that has three layers:
Conceptual, Data, and Flow layers. The conceptual layer performs a set of
activities that invoke functions of the data layer.

Lu et al. [23] used business process modeling to support fungible and
non-fungible asset management. In addition to BPMN modeling, their
architecture also includes asset registry modeling for each fungible and
non-fungible asset. For evaluation, they used Lorikeet for BPMN
modeling of selected use cases from government and industry, wherein
the use cases include fungible/non-fungible asset registration, escrow for
conditional payment, and asset swap.

In a research report [24], the authors took a different approach to
transforming a BPMN model into a smart contract. Instead of starting
with a BPMN collaboration represented by a BPMN diagram, as does
most of the other research on transforming BPMN models into smart
contracts, they started with a BPMN choreography, which describes
conversations amongst the participants but not the details of messages
exchanged during the conversation. BPMN conversations within a cho-
reography are not deterministic, as there may be many collaborations
within a conversation that satisfy the conversation specification. Thus,
the research work focuses on optimizing each conversation and its
synthesis.

We also mention work in Refs. [25,26], in which a smart contract is
first modeled as a Finite State Machine (FSM) created using a graphical
editor. The FSM is transformed into a set of methods of a smart contract,
and then each method is examined using their FSolidM tool to amend it
with security code to plug the known security holes. Furthermore, the
security code cannot be amended by the developer. The issue is that the
smart contract needs to be represented as a single FSM first, which limits
the usefulness of the approach. However, once the smart contract
methods are created, the FSolidM tool can be used to plug the security
holes.
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1.2. Goal and approach

The main goal of our research is to transform a business application,
expressed by a BPMN model, into a set of methods of smart contract(s).
The main distinction of our approach to other work that transforms
BPMN to a smart contract is that we use Discrete Event–Hierarchical
State Machine (DE-HSM) modeling, in which concurrency is modeled
using Discrete Event (DE) modeling and functionality is expressed using
Hierarchical State Machine (HSM) modeling. As HSM is a form of an
FSM, one of the basic modeling techniques in computer science, there is
rich theory and many tools that have been developed to reason about
FSMs.

However, most importantly, using DE-HSM modeling enabled us to
create methods that identify patterns, DE-HSM sub-models, that are
suitable to be processed on sidechains. We exploit this property to
facilitate:

� Cost reduction by allowing the modeler to select patterns, identified
as DE-HSM sub-models, to be processed on sidechains that are
cheaper than the mainchain.

� To achieve privacy by processing specific collaboration activities on a
sidechain where data are visible only to the collaboration participants
as opposed to all actors accessing the smart contract.
1.3. Related work and contributions

Closest to our work is the research on transforming a BPMN model
into methods of a smart contract with minimal intervention from the
developer [16–23] that was already discussed in a previous subsection.
They transformed a BPMN model into a set of tasks that are executed
under the control of a monitor/mediator, which is a part of the smart
contract deployed on a blockchain. The off-chain part of the system
transforms the application's input into calls to a smart contract. Input is
parsed to determine application's input, and choreography (not BPMN
terminology) is used to determine which task is to be executed. Incorrect
sequences of input form “non-conformant” input streams that need to be
identified by the system, while correct sequences should result in the
execution of correct tasks.

We depart from the related work in several major aspects that also
form our contributions:

1. We use DE-HSM multi-modal modeling that transforms a BPMN
model into a DE-HSM model in which sub-models are FSMs and DE
modeling is used to model time.

2. We support the automatic transformation of selected DE-FSM sub-
models into the methods of a smart contract. The choreography of
collaboration tasks is represented by a DE-HSM model consisting of
DE-FSM sub-models.

3. Furthermore, the DE-HSM model representation of the BPMN model
into individual DE-FSM sub-models is such that each individual
model is an independent component, also referred to as a pattern,
with a desirable property that once the pattern execution starts, it is
localized until execution leaves that pattern. This property is exploi-
ted to facilitate off-chain processing of such patterns and to support
privacy.

4. The modeler provides information on the patterns/sub-models and
selects those to be processed off-chain. The Transforming Automati-
cally to Blockchain Smart Contracts (TABS) system transforms the DE-
HSM model into smart contracts, one deployed and executed on the
mainchain and the other deployed and executed on a sidechain (we
currently support off-chain processing on sidechains only). The
mainchain contract invokes the methods of the sidechain contract
that implements the patterns that were selected by the developer to
be executed on a sidechain. The mainchain may be either one of
Ethereum (private or public) and Hyperledger Fabric, while the
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sidechain may be one of Quorum (Ethereum-EVM sidechain) or the
Hyperledger Fabric channel.

5. The use of DE-HSM modeling led to automated support for sidechain
processing that is used (i) to reduce the cost of processing by moving
computation from the mainchain to a cheaper sidechain and (ii) to
achieve privacy in collaboration, wherein data required for use in a
pattern that is processed on a sidechain is private and hence is inac-
cessible to actors who do not participate in collaborating on that
pattern.

1.4. Outline

In Section 2, we provide background. Section 3 overviews our ar-
chitecture and also presents assumptions and the BPMN modeling fea-
tures that our system currently supports. Section 4 describes (i) the
transformation of a BPMN model into a DE-HSM model and then (ii) the
creation of DE-FSM sub-models. Section 5 describes how the DE-HSM
model is transformed into the methods of a smart contract(s) and how
the modeler is provided with the choice of deploying sub-models for
processing off-chain to (i) decrease the cost of processing by performing
work off-chain where processing is less costly and/or (ii) provide privacy.
Section 6 describes our proof-of-concept (PoC) system, the TABS tool,
and its evaluation. Section 7 offers concluding remarks.

2. Background

In this section, we first briefly review the trade finance use case and
its properties. We then describe DE-FSM multi-modal modeling that
combines DE modeling for concurrency with FSM modeling. We
conclude with an overview of BPMN elements.

2.1. Trade finance applications

Blockchains and their smart contracts are not suitable for all types of
applications. Smart contracts are not suitable for applications that exhibit
heavy computational requirements, as the execution of smart contract
transactions requires validation involving all or a number of the block-
chain nodes. As their name implies, smart contracts are particularly
suitable for applications that involve the collaboration of different actors,
possibly of different organizations, with varying requirements on infor-
mation availability, security, and privacy, amongst others. And trade
applications involve activities that exhibit those properties and thus
should be suitable for blockchain applications, as is confirmed by the
much higher adoption of blockchains in trade, which also includes
finance in trade and hence also Decentralized Finance (DeFi). Thus, trade
and finance applications are our target area, which is a broad area
involving third parties for the purposes of efficient processing of trans-
actions by participants, such as banks, customs, shippers, and insurance
companies.

2.2. FSMs, Hierarchical State Machines, and Nested Multi-modal
Modeling

FSM modeling has been used frequently in the design and imple-
mentation of software. Adaptations of FSM modeling techniques were
proposed to expand the applicability of FSMs to modeling applications.
For instance, a guard along an FSM transition is used to specify a Boolean
condition on the state's variables that must be true for the transition to
take place. In the late 1980s, FSMs were extended to address the issue of
reuse of patterns with the concept of hierarchy, leading to HSMs that may
contain states that are themselves other FSMs. Harel [27] showed that
FSMs can be combined hierarchically: A single hierarchical state at one
level can be considered to be in several states concurrently, as repre-
sented by an FSM(s) in a lower level of the hierarchy, and FSMs may also
be combined, leading to concurrent FSMs.

An HSM can be defined using induction as follows (due to Ref. [28]
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and also described in Refs. [27,29], and others): In the base case, an FSM
is a hierarchical machine. Suppose that M is a set of HSMs. If F is an FSM
with a set of states, S, and there is a mapping function f: S-> M, then the
triple (F, M, f) is an HSM. Each state, s ∊ S, that represents an HSM is
replaced by its mapping f (s). HSMs recognize the same language as their
corresponding flattened FSM. However, HSMs do not increase the
expressiveness of FSMs, only succinctness in representing them.

Girault et al. [28] described how HSM modeling can be combined
with the concurrency semantics of a number of concurrency models,
including communicating sequential processes [30] and DEs [31]. They
described how an HSMmodel can represent a module of a system under a
concurrency model that is applicable only if the system is in that state.
This enables the representation of a subsystem using a particular
concurrency model that may be nested within a hierarchical state of a
higher-level FSM. This may be used in multi-modal modeling, in which
different (hierarchical) states may be combined with different concur-
rency models that are best suitable for modeling concurrent activities for
that particular state. We exploit the concept of multi-modal modeling to
allow the designer to model concurrent but independent activities by
concurrent FSMs at the lower level of hierarchy in order to avoid the state
explosion that may arise in such situations [28]. In Refs. [32,33], we
showed that a multi-modal model that combines DE modeling with FSM
modeling may be used to model trade finance applications; such a
combination of models is referred to as DE-HSM multi-modal modeling.
We also showed that it is possible to automatically transform a DE-HSM
model of such an application into methods of a smart contract deployed
on a blockchain.

A DE-HSM has external inputs, and it produces outputs. The model
represents how external inputs form inputs to sub-models and how those
sub-models are interconnected to produce the final output. However, if
the sub-model's interconnection is such that there are no loops, then the
model can be viewed as a zero-delay model [29], in which the individual
DE queues may be combined into one DE queue.

Feedback loops in a DE-HSM arise due to feedback loops in the BPMN
model from which the DE-HSMmodel is derived. None of the approaches
to producing smart contracts from a BPMN model that were discussed in
the introductory section addressed the issues of the feedback loops in a
BPMN model. Feedback loops cause various difficulties, such as deter-
ministic semantics, and will be discussed further in a later section.

In modeling, the term DE-FSMmodeling refers to a model for which it
is known that it does not contain hierarchical states.

2.3. BPMN overview

BPMN is viewed as a de facto standard for describing business pro-
cesses. It was developed by the OMG organization with the objective of
BPMN to be understandable by all business users, from business analysts,
through technical developers implementing the processes, to people
managing those processes. That it has been adopted in practice is
demonstrated by many available software platforms that provide for the
modeling of business applications with the objective of automatically
creating an executable application from the BPMN model.

For instance, Oracle Corporation uses the Oracle Business Process
Analysis Suite to model business processes using BPMN and transform a
BPMN diagram into a blueprint for executable Business Process Execu-
tion Language (BPEL) processes [34], wherein the blueprint represents
the logic of the application in terms of concurrent processes and their
interactions, while details of individual tasks are supplied by imple-
mentors. Another example is the Camunda software platform, which is
also used to develop a BPMN model that is then transformed automati-
cally into a Java application. Our approach is similar, but instead of
targeting BPEL or Java as the ‘target’ for creating executable applica-
tions, we target smart contracts executing on blockchains.

The BPMN standard categorizes its elements into five basic cate-
gories: (i) Flow objects, (ii) Data, (iii) Connecting objects, (iv) Swimlanes,
and (v) Artifacts.
4

2.3.1. Flow objects
They include Events, Activities, and Gateways.

� Events: There are three types of events: Start, Intermediate, and End.
Start and End events are special in that they denote the start and end
of an activity or a business process. Intermediate events include many
different types with examples that include message timer, timer,
conditional, escalation, and multiple parallels. Each type has a special
symbol with an icon having special markings to indicate properties,
such as throwing or catching, interrupting and non-interrupting, and
boundary. Some of the throwing events are connected to catching
events with sequence flow to show the flow of control.

� Activities: As the name implies, activities represent work performed
in a business process flow, activities that include Tasks, Sub-processes,
and Call Activities. Call activities allow the re-use of Tasks and Sub-
processes and thus enable their nesting. An activity may be per-
formed once or many times, in which case it is a looped activity. A
looped activity is a specified activity that is intended to be performed
on each element of a set of objects that may be viewed as input to the
looped activity. The looped activity may be either Standard, wherein
the specified activity is executed sequentially once for each object in
the input set of objects. Or it may be a Multi-instance activity, in
which case the activity is executed concurrently on each object in the
set of objects.
� Task is an activity that is independent of other activities or BPMN
elements.

� Sub-process is a compound activity that can be represented by other
elements of which the scope is limited to the sub-process itself. A
sub-process may be defined further as a transaction, in which case
the sub-process must be supported by a special protocol that en-
sures that all of the transaction activities have been completed
successfully and that all activities completed partially by a sub-
process are “undone” by performing compensating activities.
Compensating activities are shown using a Compensating
association.

� Gateways: They are used to represent the flow of a business process.
A gateway may (i) have one or more incoming/converging flows to
form a join/merge gateway and (ii) have one or more outgoing/
diverging sequence flows, in which case it is a split/fork gateway. If a
gateway has multiple incoming and multiple outgoing sequence
flows, then it is both a converging and a diverging gateway.
� A diverging exclusive gateway, which may have conditions speci-
fied on the outgoing paths and permit a default outgoing path, al-
lows only one outgoing execution at a time.

� An inclusive diverging gateway allows many outgoing sequence
flows to be active. If an outgoing flow has an associated condition,
then that condition must evaluate to be true at run-time in order for
a flow to proceed along that path.

� A parallel converging gateway does not have conditions on its path:
Each incoming sequence must receive a token (an incoming flow
must arrive on a path) before triggering the outflow. Once an
outflow is triggered, all outgoing paths are activated and proceed in
parallel if the gateway is also diverging.

� An inclusive converging gateway passes the token only if a token
has arrived on each of the enabled incoming paths; otherwise, there
is a wait until the tokens do arrive.

2.3.2. Data
Included are Data Objects that provide information about what data

activities use or produce. A Data Object is used to represent either an
object or a set of objects. Data Input provides input information to pro-
cesses, while Data Output is used to receive information from processes. A
Data Store use is self-explanatory.

2.3.3. Connecting objects
Connecting objects are used to indicate the sequence of execution.
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Connecting objects can be (i) Sequence Flows, (ii) Message flow, (iii)
Associations, and (iv) Data Associations.

� Sequence flows show the normal flow. In addition, there are
specialized types of sequence flows, namely Conditional flow that has
a condition that is evaluated at run-time to determine if the flow may
proceed and Default and Exception flows that are self-explanatory.

� Message flow shows the flow of messages.
� Association, such as Text association, is used to link information and
Artifacts with BPMN graphical elements.

2.3.4. Swimlanes
A swimlane represents a participant in a business process. There are

two types of swimlanes: Lanes and Pools. A pool with lanes represents an
organization; while lanes within a pool represent individual participants
within that organization. Only message flows can cross pools; no other
BPMN elements can do so.

2.3.5. Artifacts
They are used as a form of documentation to provide additional in-

formation about a process. The two standardized Artifacts are Group and
Text Annotation, but modelers are free to add as many Artifacts as
necessary. Group provides a graphical representation of a collection of
elements. Text Annotation is used to provide additional textual infor-
mation to a BPMN diagram element.

In version 2.0.2, OMG introduced choreography in BPMN to represent
the way business participants coordinate their interactions through
conversations. Choreography is a concept at a higher level of abstraction
than the core BPMN elements. It hides many details that are required for
the elaboration of a BPMN model into an executable application,
regardless of whether it is blockchain-based or not. In a BPMN model,
choreography focuses on showing message exchanges amongst the par-
ticipants, however, without providing the details on the messages
exchanged or their content. In a BPMN choreography, instead of showing
detailed message exchange, commands of higher-level abstraction are
used to represent the exchange of messages using a single request-reply
type element, and the BPMN choreography is thus unsuitable for
modeling an application to be transformed into a smart contract.

3. System architecture

Although we discuss our assumptions throughout the paper, we
enumerate them collectively in this section. They include assumptions on
the BPMN model and which BPMN elements we support. We then pro-
vide a high-level overview of the architecture that consists of two com-
ponents: One used in the design phase to transform a BPMN model into
the methods of smart contract(s) and one used during the run-time phase
to monitor and manage the smart contract deployed on a blockchain.
Each phase is briefly overviewed and then described in more detail in
subsequent sections.

3.1. Assumptions

We first describe assumptions we make regarding a BPMN model and
then assumptions made on the system architecture and its
implementation.

3.1.1. Assumptions on the BPMN models
These assumptions deal primarily with loops, sub-processes,

converging gateways, model preprocessing, and which BPMN elements
we currently support in the TABS tool.

a) Assumptions on parallel and looping sub-processes

That loops in BPMN models cause difficulties with BPMN semantics
has been recognized and examined by a number of researchers. For
5

instance, Dijkman et al. [35] analyzed the semantics of the BPMN model
and identified a number of issues arising due to the inexact nature of the
semantics in the BPMN specifications. And one of the issues identified
was difficulties arising due to the uncertain semantics of the BPMN
specification for feedback loops. We do support a limited form of looping
in BPMN diagrams, wherein the limitation is that a loop is defined only
for patterns, that is, portions of a BPMN diagram, that can be represented
by sub-processes. That is, the BPMN elements of a pattern are connected
to the rest of the diagram only by two connecting objects, such that one is
incoming and one is outgoing. In effect, such a portion/pattern of the
BPMN diagram can be represented by a sub-process, as it also has only
one incoming and one outgoing connecting object. In fact, the way we
handle such a pattern with a feedback loop is by transforming it into a
looping sub-process, but with limitations on the looping conditions, as
shall be described under the looping sub-process description below.
Interestingly, none of the other approaches to producing smart contracts
from a BPMN model, which we discussed in the introductory section,
made any mention of how loops in a BPMN model were handled.

We support sub-processes in a straightforward way by replacing each
sub-process with its BPMNmodel of core elements (BPMN diagram of the
expanded sub-process) before transforming a BPMN model into its DE-
HSM representation. We also support limited forms of parallel and loop-
ing sub-processes.

Parallel sub-process:Our approach is to replace a BPMN sub-process
with its elaboration in terms of its activities expressed using the indi-
vidual BPMN elements when the sub-process is expanded. To support
parallel streams for parallel execution, our approach needs to know the
maximum number of parallel activities in a process, as we need to create
the required number of streams, one for each parallel activity, before the
smart contract deployment. Before transforming the DE-HSM model into
a smart contract, the modeler needs to specify the maximum number of
parallel streams for a parallel sub-process. That information is then used
to create the maximum number of parallel streams, which exist in the
smart contract whether they are used or not. Thus, we do not fully sup-
port the BPMN semantics in that there may be an arbitrary number of
separate parallel streams that are used to process a collection input into a
sub-process, wherein the collection has an arbitrary number of elements
that results in an arbitrary number of parallel streams, each one to pro-
cess one element of the collection. However, this issue arises generally
with handling looping mechanisms in deterministic systems, such as
systems expressed in FSM or HSM modeling.

Looping sub-process:We do support a limited form of a looping sub-
process, wherein the limitation is that the maximum number of iterations
is known before the start of the execution of a looping sub-process. We
model a sub-process without its looping property, and we accommodate
the looping after modeling, before the creation of a smart contract in a
way that is similar to the usual for-loop programming construct. Trans-
formation prepares inserts the script for a looping variable just before
entering the looping sub-process, with the looping variable initialized
based on the size of the input collection. Furthermore, the translator
inserts the script at the end of the looping sub-process to increment the
looping variable and check whether to perform the loop again.

b) Assumptions on converging gateways

Converging gateways may be parallel, in which case for a token to be
passed, a token must have arrived on each of the incoming edges of a
converging gateway.

However, the converging gateway may also be inclusive, in which
case the BPMN semantics state that when a token arrives on an incoming
edge to an inclusive converging gateway, the token can be passed only if
a token has arrived on each of the incoming pathway that is enabled;
otherwise, there is a wait for the remaining tokens arriving on such
enabled pathways. However, we make a simplification for an inclusive
converging gateway in that we simply pass the token; we check the other
pathways neither for enablement nor for a token arrival.
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c) Assumptions on BPMN model preprocessing

Once a BPMN model is created and expressed using its standard XML
representation [35], we assume that the model is transformed into an
equivalent BPMN model that is well-formed, wherein the well-formed
BPMN model is defined as in Ref. [35]: A BPMN model is well-formed
in it satisfies the following conditions: (i) there is only one start event;
(ii) there is only one end event; (iii) fork/split decision gateways have
one incoming flow and more than one outgoing flow; (iv) join/merge
gateways have one outgoing flow and more than one incoming flow; and
(v) there are no data-based splits/forks or joins/merges—they are
expressed using equivalent gateway constructs. The above conditions are
not restrictive as any BPMNmodel can be transformed into an equivalent
well-formed BPMN model as described in Ref. [35].

The proposed TABS tool, described in this paper, allows users to
compose a BPMN diagram directly on the canvas by invoking an API
provided by Camunda [36]. The model is saved by the tool in the BPMN
XML representation [37] and then transformed into a DE-HSM model by
our TABS tool. The BPMN model may contain participants (Pool and
Lane), activities (tasks, sub-processes, and transaction), gateways, and
events (default, start, end, message, and timer) [38]. Fig. 1 shows the
symbols that our TABS tool supports, albeit as noted in Section 3.1.1(a),
Fig. 1. BPMN (business process model and notation) symbols supported

6

we impose limits on looping and parallel sub-processes and arbitrary
loops in BPMN diagrams.

3.1.2. Other assumptions

a) No support for long-term trade transactions

BPMN has the concept of a transaction defined on a sub-process, and a
blockchain also supports transactions. That is, a sub-process can be
defined in BPMN as an atomic transaction in that the whole sub-process
needs to be either completed entirely or none of its effects, such as up-
dates to the state variables, be recorded on the blockchain. Any activity
that was performed by a sub-process that was subsequently aborted must
be “undone” by compensating activities. Blockchains also have trans-
actions of which semantics are defined in terms of blocks of transactions.
Furthermore, trade applications also have the concept of a transaction,
wherein transactions may be defined for a group of activities that may
span long periods of time and may apply to data that is a subset of the
data processed by a trade application. The problem is that these three
concepts of a transaction, one for the trade vertical, one for BPMN, and
one for blockchains, are mismatched as they do not align, which is akin to
the impedance mismatch between the relational and object-oriented DBs
by TABS (transforming automatically to blockchain smart contracts).
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[39]. We do not address this mismatch amongst the BPMN, blockchain,
and trade transactions in this work, but we do plan on doing so in our
near-future work.

b) Off-chain storage

It is well known that storing objects or data on a blockchain is
expensive, particularly for a public blockchain, such as Ethereum. It is
thus a standard practice to store large objects/data off-chain and store on
the mainchain only the hash code of the data stored off-chain. Further-
more, the hash code of an object is used any time the object is retrieved
by a smart contract to ensure the immutability property of an object
stored off-chain. Thus, we also assume that any objects are stored off-
chain. An exception to that is any object used in support of the monitor
of the architecture shown in Fig. 2. We facilitate off-chain storage by
using IPFS. IPFS is a distributed system for storing and accessing files,
websites, applications, and data [40]. It is resilient and has decentralized
control. Due to its resiliency, decentralized control, and content
addressing using a hash code, it is particularly suitable as off-chain
storage for blockchains. IPFS storage is, content addressable using the
Fig. 2. Architectu
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hash code of an object.

c) BPMN task element

The BPMN task element represents a self-contained task. However,
our system does not provide the script for the task element, the developer
does. Our system does prepare the method skeleton, including the
method's signature and the method's invocation, while the developer is
asked to supply the code for each task before deployment. This approach
is standard when creating applications from a BPMNmodel. For instance,
Oracle Corporation uses the same approach in its Oracle Business Process
Analysis Suite when transforming a BPMN diagram into a blueprint for
executable BPEL processes [41], and a similar statement also applies to
the Camunda platform, which also asks the modeler to provide the script
for each of the PBMN model's tasks.
3.2. Architecture Overview

The architecture of the system is shown in Fig. 2, which shows two
major phases: Design and Deployment/Installation phase, and the
re overview.
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Execution/run-time phase. In the first phase, the BPMN diagram is first
transformed into the DE-HSMmodel and then into themethods of a smart
contract. However, besides the creation of the smart contract methods
with supporting run-time management information, the transformation
also prepares API methods to be used by a Distributed Application
(DApp) to interact with the methods. Once the smart contract is pre-
pared, it is deployed in the Design and Deployment/Installation phase,
which deploys the smart contract on the blockchain and also installs the
API and associated methods in a network node so that a DApp is able to
communicate with the smart contract. The smart contract includes a
monitoring module with run-time management information stored in the
data structures prepared during the design phase. They include the DE
queue of events and FSM definitions corresponding to the DE-FSM sub-
models and FSMs to support concurrent processing within individual DE-
FSM sub-models.

After the smart contract deployment and installation of API methods,
run-time processing involves the user interacting with the DApp that
invokes appropriate API methods in response to user input. This input is
examined by the API-SCmethods module that translates it into an invo-
cation of an appropriate smart contract method.

A smart contract method input is passed to the Monitor that:

� Accepts inputs from a smart contract method, analyzes them, and
queues an appropriate event into the DE queue as a response to the
input.

� Removes events from the DE queue one at a time, and for each event:
o Analyzes an event's information and invokes an appropriate FSM
while passing it input derived from the event's information.

o The invoked FSM takes the input, examines its state, and fires
causing a transition while generating output that is returned back
to the monitor.
Fig. 3. A BPMN (business process model and nota
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o The monitor analyzes the output produced by the FSM's firing and
may perform one or more of the following actions:
� Invoke one of the tasks
� Queue an event into the DE queue
� Respond to the smart contract invocation
� Cause a signal to be delivered to the DApp
3.3. Design and Deployment/Installation phase

The design phase consists of the following main steps:

1. Initialization and transformation of the BPMN model into the DE-
HSM multi-modal model.

2. Transformation of the DE-FSM sub-model into a set of methods of a
smart contract.

3. Deployment and installation: Deploy the smart contract(s) and install
the API-SCmethods and the DApp API.

As was already indicated in the previous section, our architecture is
similar to that of Refs. [16–18], and for the sake of comparison, we use
the same terminology as in Ref. [16], which has also been used in other
work. Fig. 3 shows a BPMN model to be transformed by a Translator of
the Design phase into a DE-HSM model, which is followed by producing
the smart contract methods. Similarly, the run-time phase involves a
mediator/monitor that takes external events/triggers, which the DApp
delivers to the run-time methods as parameters when calling them. The
response is delivered to the DApp via output parameters upon return.

In the initialization of the design phase, data structures are prepared
for the subsequent design steps that will include the information that is
used during the execution phase. After initialization, transformation
from the BPMN model into the DE-HSM model deals with determining
tion) model for supply chain example.
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which parts of the BPMN model should be represented by which of the
DE-FSM sub-models. Each of the DE-FSM sub-models includes a DE
model to represent concurrency and an FSM model to represent func-
tionality. Choreography (not a BPMN term), which orchestrates the
execution of activities in possibly concurrent processes, is represented by
a DE-HSM model that represents the control flow amongst the DE-FHM
sub-models, as will be described later. Furthermore, each DE-FSM
model may also have internal parallel activities if the BPMN collabora-
tion it represents has parallel or inclusive gateways.

In addition to the smart contract methods and information for the
run-time Monitor, the design phase also prepares API methods to be
invoked by the DApp. The API methods presented to the DApp are
focused on activities amongst actors and thus roughly correspond to the
flows of objects between either pools or swimlanes. As a consequence,
when input is received via a message from one actor to another, receiving
a message will result in a call to the API with input being the content of
the received message. The Design phase prepares appropriate informa-
tion for the API-to-SCmethods translator that assists in determining
which of the smart contract methods should be invoked and which input
parameters to the API should be included as input to the smart contract
method invocation.

The last steps are relatively straightforwards, as they include
deployment of the smart contract methods and installation of the DApp
API and API-to-SCmethods modules on network nodes.

3.4. Execution phase

The execution phase includes two phases: Initialization and
Execution.

Initialization deals with issues, such as the authentication of the ac-
tors, also referred to as participants. Once the smart contract is deployed,
execution is managed by the Monitor module.

It should be noted that the activities described above need to be
performed by any approach that generates smart contract methods from a
BPMN model. Consequently, parts of the architecture for the run-time
phase are similar to other architectures, such as the architecture in
Refs. [16–18]. For that reason, we use the same or similar terminology,
including terms of monitor/mediator and triggers. Fig. 2 shows, for the
run-time phase, an off-chain DApp API module that provides an API to
the DApp. The module also shows an API-to-SCmethods component that
transforms an API call into a call to a smart contract method. In other
research, this component is called “triggers”, but we feel that the
API-to-SCmethods name is more appropriate than triggers.

The DApp API methods correspond to information flow across pools
or swimlanes, and when a connecting object crosses a pool or a lane,
information about the origin and destination of the connecting object is
included in input parameters to the API-to-SCmethods component to
determine which smart contract method is to be invoked.

A smart contract, at times, needs to inform external actors of certain
events to which a user should react. For instance, a contract may go
through computation along different paths that eventually meet, at
which point a user(s) may need to be informed of the results before the
computation proceeds. Our systems facilitate this by the API, which is off-
chain, having a process that invokes a special API method (in Fig. 2, the
process is shown as the Wait for SC to DApp Signals process) that in turn
invokes a smart contract method that waits for a “wakeup” event that
may be generated by another smart contract method. When a smart
contract needs to signal the external DApp, it raises a “wakeup” event
that releases the method waiting for a wakeup event, and it can thus
return to the DApp information about an event that has occurred within
the execution of the smart contract.

When a DApp makes a call to the DApp API, the call information with
its parameters is provided to the API-to-SCmethods module that de-
termines which smart contract method is to be invoked, and then it in-
vokes the smart contract method and waits for its response.

The smart contract method provides its information to the Monitor
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that uses its Analyzer sub-module to examine the input parameters and
use them to queue an appropriate event into the DE queue. When that
event reaches the head of the queue, it is dequeued and passed to the
appropriate FSM for firing. The FSM receives its input, checks the current
state, and fires; that is, it makes a transition while generating output. The
transition's output indicates if a task or a sub-process, associated with the
new FSM state, needs to be performed. For instance, if the transition was
to a state that represents a task calculate demand, then a task created for
that purpose is invoked. As a part of the FSM transition, the smart con-
tract analyzes the returned output from a transition, and consults infor-
mation on tasks and sub-processes, and determines which of the
following should be performed: (i) schedule another event by queueing it
into the DE queue; (ii) prepare output parameters and return them to the
smart contract method that invoked them; (iii) produce output and cause
a DAapp signal to be generated; and (iv) invoke another smart contract
method.

3.5. Example

Consider the BPMN diagram in Fig. 3 and assume that processing has
progressed successfully and that (i) the manufacturer has sent a message
to the middleman with an order for parts; (ii) the message with the order
has just been received by the DApp, and that the DApp just invoked the
API with information about the received message. The API method takes
the information from the API method and packages it as input to the API-
to-SCmethods component together with information on the source and
destination of the message flow object. The component consults its in-
formation, invokes an appropriate smart contract method while passing
its input parameters, and then waits for the response from the smart
contract method.

The smart contract method passes its information to the Analyzer
component of the Monitor. The Analyzer checks its management infor-
mation and transforms the smart contract input information into an
event, which includes parameters that are stored in the DE queue. The
component then removes an element from the head of the DE queue,
processes it, and repeats until the queue is empty. In this example case,
there is only one element that is dequeued from the DE queue, an element
representing the reception of the message containing the order.

When the event, which represents the reception of an order, is
dequeued from the DE queue, it is processed by the Analyzer by (i)
determining which of the FSMs is to be fired to process the dequeued
event; (ii) preparing the input parameters for the FSM; and then firing the
FSM, i.e., causing the FSM's transition. The FSM takes the input, the
current FMS state, and determines the transition while producing output
that contains the message content and also information about the new
state that corresponds to a task ProcessOrder. Since that state has been
reached and it represents the ProcessOrder task, the corresponding task is
invoked that produces output from the transition that includes the pro-
cessed order. As the output from the task, the processed order, is passed
to the next element, it is returned to the Analyzer as the transition's
output. The Analyzer then examines the output from the transition and
checks the new state, which sends a message to the manufacturer, and it
determines that the new state is still a part of the same FSM. Conse-
quently, Analyzer creates a new event with input containing the pro-
cessed order and queues it into the event queue, and the process repeats.

4. Transforming a BPMN model into a DE-HSM multi-modal
model and its DE-FSM sub-models

To better understand the transformation process, we briefly review
the key properties of the DE-HSM modeling. As our system transforms a
BPMNmodel into a DE-HSMmodel, we need to identify the DE-HSM sub-
models and their interconnections. However, before we proceed, we need
to be aware of the model semantics and their implications for modeling.
Furthermore, we also explain some of the more subtle points on how
certain BPMN elements are represented in the transformation process.
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Only then do we describe the transformation process itself.

4.1. DE-HSM modeling semantics and loops

We use DE modeling for concurrency combined with HSM modeling
for functionality, wherein the modeling is applied hierarchically. As an
example, Fig. 4 shows a system that contains two sub-models.

Fig. 4(a) shows a DE-FSM master model containing two DE-FSM sub-
models, A and B, and their interconnection. Each of the master and two
sub-models has its own queue of events for DE modeling and an FSM for
functionality modeling. It should be noted that we referred to the model
as a DE-FSM model as the subsystems have FSMs and not HSMs.

In semantics for DE-HSM models, adopted from Ref. [28], an FSM
system appears to the DE system as a zero-delay participant/actor. Under
the assumption of zero-delay semantics, a systemwith sub-models is such
that the FSM of a child subsystem is the first to fire, that is, it performs the
transition on inputs and produces output that is timestamped with the
same timestamp as input (hence zero-delay), and only then does the
parent system react and make a transition that causes its output.
Furthermore, without loops, we can use one global queue of events
instead of each subsystem having a separate queue of events [28].

However, loops cause difficulties under the assumed zero-delay se-
mantics. Consider Fig. 4(b) and the two subsystems A and B. There is a
loop because output from A forms input to B, and there is another loop in
which B's output is input to A. Such loops cause difficulties, and we
cannot apply zero-delay semantics in such a case, as execution may never
terminate. Consequently, representing a BPMN model using DE-HSM
modeling, we wish to avoid such feedback loops due to the semantic
difficulties described above. In Section 3.1, we already assumed that a
BPMN model does not include any loops that cannot be represented by a
looping sub-process. Furthermore, the mechanism for a looping sub-
process is implemented as a part of the transformation from the DE-
FSM model into the methods of a smart contract that occurs after the
DE-HSM model is created from a BPMN model.

4.2. Initialization (in design phase)

In the initialization phase, the translator first transforms a given
BPMN model into an equivalent model that is well-formed, as described
in Section 3.1.

In general, a BPMN specification does not require the modeler to
provide a description of all the information, which is associated with the
BPMNmodel that is required for execution. However, since our objective
is to produce executable smart contracts, the TABS system must obtain
such information from the modeler. Thus, in the initialization phase, the
software interacts with the modeler to ensure that the transformation has
information about all data flowing along the edges of a BPMN graph to
ensure that the transformation has all the necessary information about
guards on gateways and the content of messages. During initialization,
we ask the modeler to annotate the BPMN graph accordingly using data
associations. The issue is that the BPMN specification does not insist on
the modeler providing such information, and hence, all approaches that
strive to create an executable smart contract from a BPMNmodel need to
seek information from the modeler if it is missing in a BPMNmodel [36].

Once the modeler supplies information on the data flowing along the
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connecting objects, the system asks the modeler to provide the code to be
executed by each individual task. Each task has a single input and a single
output, wherein each may be a complex object. The tasks are incorpo-
rated by the system into the smart contract methods so that they can be
executed according to the control flow as specified by the BPMN model.

4.3. Representing BPMN elements for DE-HSM modeling

The transformation of a BPMN model into a DE-HSM model is based
on a graph representation of a BPMN model given its BPMN diagram
description using XML. For the DE-HSMmodeling and the transformation
process, we use a Directed Acyclic Graph (DAG) representation of the
BPMN diagram. In the DAG representation, each BPMN flow element/
object is represented using a graph vertex, while connecting objects, that
is, sequence and message flows, are represented by edges in which the
flow control is indicated by the edge direction.

For most of the BPMN flow object elements, the flow-control graph
representation is straightforward in that it can be represented by a graph
vertex, with one or more input flows and with one or more output flows.
For instance, the task and sub-process BPMN elements belong to the
category of activities of BPMN symbols that are represented by graph
nodes, each with one incoming and one outgoing flow object. A gateway
can also be represented by a graph node with one or more incoming or
outgoing edges. Events, which also belong to the category of activities,
are not as obvious and shall be discussed here in more detail in terms of
how they are represented in a DAG used for DE-HSM modeling.

There are three types of events: Start, Intermediate, and End. The Start
and End events are special in that they occur at the very beginning and
the very end of a process, respectively; hence, they are specialized cases
of the flow of control. Events have a Dimension attribute that describes
the type of an event, which may be one of message, timer, cancel,
compensation, conditional, link, signal, terminate, multiple, and parallel.
Out of this list, we currently support the following events: message,
timer, conditional, and signal, as shown in Fig. 1. We are in the process of
incorporating the support for the rest of the BPMN elements. We first
discuss how intermediate events are represented and then discuss the
representation of the begin and end events.

Intermediate events that are not boundary have explicit connections,
represented by connecting objects between the corresponding throwing
and catching events. Thus, they can be represented by vertices connected
by edges that represent the connecting objects. A boundary event does
not have an explicit connection via a connecting object to its counterpart,
such as which signal in a task/sub-process is handled by which of the
boundary catch events. An explicit connection between the rise of an
event and its consequence, however, needs to be established, which is
done at the conclusion of the modeling process when the modeler is
asked by the transformation process to provide details on the flow of
inputs and outputs along the edges of the graph. For each boundary catch
event, the modeler is asked to identify, by using labels, which of the
signal events caused the catch event by matching the labels of the throw
event firing and it is catching it as a boundary event. Thus, each event
does have at least one incoming and one outgoing edge. A boundary
catch event, such as catching a signal event, is represented by a graph
node that is connected to its corresponding throw signal event, within the
activity to which it is attached (as a boundary event), by an incoming
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edge from the vertex representing throwing the corresponding event. If
the boundary activity is also interrupting, the state of execution for the
interrupted activity is ended. However, if it is not interrupting, in
essence, two concurrent activities will proceed, one to continue with the
execution of the activity with the boundary condition, and one due to the
catching of the boundary non-interrupting event and processing it.

A boundary begin event is a throwing event. If a boundary begin event
is on a boundary of an activity, i.e., a sub-process or a task, that is, a graph
node B, the boundary event is represented, on the DAG representation of
the BPMNmodel, by inserting an inclusive gateway on the incoming edge
to node B, as identified via label numbers between the boundary start
event and the label of its corresponding catch event as provided by the
modeler. In other words, boundary throwing events are fired/thrown at
the beginning of an activity, and if it is non-interrupting, then two pro-
cesses proceed concurrently during execution, one for the boundary start-
event activity and one for the uninterrupted activity represented by
vertex B to which the boundary start event is attached.

A boundary end event is a catching event, and it is represented in the
DE-HSMmodel in the usual way by a graph node with the incoming edge
that is also an outgoing edge from the corresponding throwing event, as
represented by the labeling of events.

4.4. Transformation of a BPMN model into a DE-HSM multi-modal model

The DE-HSM model, which we are seeking and that represents a
BPMN graph, is an interconnection of DE-HSM sub-models, where each
sub-model is a child model for the parent model. Furthermore, each of
the sub-models may itself be a DE-HSM sub-model, i.e., it may be
modeled as an interconnection of its child models. As described in a
previous subsection, the TABS system represents a BPMN model using a
DAG, and then it determines the DE-HSM model as an interconnection of
the sub-models, wherein each sub-model is represented without further
sub-models: The topic of this section. However, once we do find the sub-
models, we also need to describe how to build each sub-model, which is
the topic of the next section.

Starting with a BPMN diagram, we first describe how we represent a
BPMN model as a DAG and then how we approach defining the problem
of finding a DE-HSMmodel for a given DAG. To find a DE-HSMmodel, we
use the concept of independent subgraphs and their variations, which are
described next. We then present an algorithm to find a DE-HSM model
that is an interconnection of DE-FSM sub-models, i.e., sub-models that do
not have hierarchical states.

4.4.1. DAG representation of a given BPMN graph
At execution time, a DE-FSM sub-model contains a DE queue of events

and an FSM, and processing within a sub-model proceeds by dequeuing
an event from the DE queue and then using it to form an input that is
given to the FSM. Upon input, the FSM fires and produces output. The
main property of the DE-FSM sub-model, however, is that it accepts in-
puts that are fed to an FSM, and outputs produced by the FMS firing
produce the output out of the sub-model. Thus, a sub-model consumes
one set of inputs and produces one set of outputs.

We represent a BPMNmodel as a DAG G ¼ (S, E), where S is the set of
vertices and E is a set of edges. For a given BPMN diagram, vertices in S
represent the BPMN non-connecting objects, while edges represent the
connecting objects, that is, sequence flows or message flows. We use a
DAG G^¼ (S^, E^) to represent a DE-HSMmodel that we find, i.e., a model
in which:

1. For each element S^i 2 S^ ¼ {S^i, i ¼ 1, 2, …n^}, S^i is a subset of
vertices in S, S^i ⊆ S.

2. For each element e^k 2 E^ ¼ {e^k, k ¼ 1,2, …, m^ }, e^k is an edge in E,
such that each edge e^k ¼ (sx, sy) corresponds to an edge (sx, sy) 2 E,
wherein sx 2 S^i, sy 2 S^k, i 6¼ k, i ¼ 1, 2, …, n^ and k ¼ 1, 2, …, m^

3. S^i \ S^k ¼ ∅, i.e., S^i and S^k are mutually exclusive.
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4. For each S^i, i¼ 1, 2,…, n^, vertices in S^i are vertices of a subgraph G'i
¼ {S'i, E'i}, which is a subgraph of G, G'i ⊆ G, such that S'i ¼ S^i, i.e.,
vertices of G^i and G'i are the same, and the set of edges E'i includes all
those edges e¼ (sx, sy) 2 E, where sx, sy 2 S^i and S^i¼ S'i; i.e., sx, sy 2 S^i
and the edges are internal to G'i.

5. ([ S^i, i ¼ 1, 2, …, n^) ¼ S: Union of all S^i is S, i.e., each vertex in S
appears in exactly one of the S^i.

6. The following properties apply to the sets of edges in E:
o E^ \ ([ E^i, i ¼ 1, 2,…, m^) ¼ ∅; i.e., E^ intersect (union of all edges
E'i) is empty. Edges in E^ form interconnections amongst the sub-
graphs G'i, where each subgraph G'i represents a DE-FSM sub-
model.

o Each edge e 2 E is either in E^ or in the union of all edges in E'k, k ¼
1, 2, …, m^.

In other words, each S^i is a set of vertices of a subgraph G'i ¼ (S'i, E'i),
where S'i ¼ S^i forms a set of vertices of a sub-model of the DE-HSM
model, and edges in E'i are all those edges (sx, sy) 2 E that are internal
edges of the subgraph G'i. Thus, each S^i 2 S^ identifies a DE-HSM sub-
model and edges in E^ represent the interconnection of the DE-HSM sub-
models. Furthermore:

o G'i must be a connected graph.
o As a sub-model must have only one entry and one exit node to be
represented by an HSM or an FSM, its subgraph can only have one
entry and one exit vertex.

4.4.2. Finding a DE-HSM multi-modal model
Given a BPMN diagram, we represent it by a DAG G¼ (S, E) for which

we wish to find its equivalent DAG G^ ¼ (S^, E^) in which each node S^i,
S^i 2 S^, represents a subset of nodes of S that are members of a subgraph
G'i ¼ (S'i, E'i), such that:

1. Each G'i represents a sub-model G'i ¼ (S'i, E'i) of G^ and hence G'1, G'2,
…, G'^n are such that
o G'i ⊂ G, S'i ⊂ S
o S'i \ S'k, i 6¼ k, i.e., the sets S'i, i¼ 1, 2,…, n^, are mutually exclusive
o S¼[ S'i, i¼ 1, 2,…, n^; vertices in subgraphs cover the whole graph
S

o For each edge e ¼ (sx, sy) 2 E:

� e 2 E^, i.e., it is one of the interconnections of the sub-models, or
� e 2 E'i, for some i and where E'i \ E^ ¼ ∅, i ¼ 1, 2, …, n^, i.e.,
intersection of the set of edges that interconnects the sub-models
with any of edges of the subgraphs is empty
2. G'1, G'2, …, G'n are such that for G'i and G'j, where G'i and G'j are both
subgraphs G', are either
o disconnected, i.e., not connected to each other directly (but con-
nected indirectly via transitivity through some otherGk 2G'), or are

o connected by one edge e ¼ (sx, sy), where sx 2 Si' and sy 2 S'k, i 6¼ k
3. Each sub-model has exactly one entry point and exit point with the

following two exceptions:
o The subgraph that contains the Start event node of the original
BPMN graph does not have any entry node, as there is no incoming
edge from the subgraph's external nodes to any of the subgraph's
internal nodes.

o The subgraph that contains the End event node of the original
BPMN graph does not have any exit node, as there is no outgoing
edge from any of the subgraph's nodes to any of the subgraph's
external nodes.

The conditions in (i) ensure that the subgraphs are mutually exclusive
and that they cover the whole BPMN graph. Condition (ii) states that
each subgraph is connected to some other subgraph by exactly one edge.
The last condition, condition (iii), is due to the fact that each DE-HSM
sub-model accepts input fed to its FSM that produces output upon



Fig. 5. Independent subgraph with proper subsets that are also indepen-
dent subgraphs.
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firing. Or rephrasing it, a sub-model has an FSM, and the sub-model's
input forms the input to its FSM. After the FSM fires, its output forms the
sub-model's output. As a consequence, each subgraph Gi', which repre-
sents a sub-model in G^, must be such that it has one vertex, the sub-
graph's entry node/vertex, that receives the FSM's input, and one node/
vertex, the subgraph's exit point, that forwards the FSM's output for
further processing after exiting out of the subgraph.

4.4.3. Independent subgraphs
We now present the concept of independent subgraphs.

Definition. Let G be a graph, G¼ (S, E). A subgraph G'¼ (S', E'), G' ⊂ G,
is called an independent subgraph if it satisfies the following properties:

1. All nodes of the subgraph G', except for its entry and exit nodes, have
only internal edges (x, y), where x, y 2 S'.

2. There exists exactly one node/vertex, sen, in the subgraph such that, in
addition to its internal edges, it has only one vertex with incoming
edges from external nodes; such a node is referred to as an entry node.
(An entry node does not have any outgoing edges to external nodes.)
The exception is that node of G' that represents the BPMN Start event
element as it does not have any incoming edges from external nodes.

3. There exists exactly one node/vertex, sex, in the subgraph that, in
addition to its internal edges, has any outgoing edges to any external
nodes; such a node is referred to as an exit node. The exception is the
node of G that represents the BPMN END event element as it does not
have any outgoing edges to external nodes.

In the above definition, except for the entry and exit nodes, all in-
ternal nodes of an independent subgraph have edges connected only to
other internal nodes. As graph S represents the control flow and subgraph
S' has only one entry and one exit node, this means that once the initial
state of the subgraph is reached during execution, the execution will
proceed locally within subgraph S' until execution reaches the subgraph's
exit vertex, sex. That is exactly the property that is required for a DE-FSM
sub-model. We now use Theorem 1, presented in Refs. [40,41], to show
the properties of independent subgraphs.

Theorem 1. Consider a BPMN model, which is represented as a DAG G ¼
(S, E), and that has two independent subgraphs: G1 ¼ (S1, E1) and G2 ¼ (S2,
E2), where S1 ⊂ S and S2 ⊂ S and where |S1| > 1 and |S2| > 1. Then, one of
the following holds:

a) S1 ⊂ S2 or S2 ⊂ S1
b) S1 and S2 are such that they either

(i) share nodes that form an independent subgraph or
(ii) they share at most one edge, and furthermore, that edge is such that it is

an outgoing edge from an exit node of one of the subgraphs, and
furthermore, that edge is also an incoming edge to the entry node of the
other subgraph.

Proof: The proof can be found on pages 39–41 of Ref. [42].
We will use the concept of an independent subgraph to determine the

DE-HSM model. However, a DE-HSM model may be such that it contains
a number of other DE-HSM models that are also independent subgraphs.
We are searching for independent subgraphs such that each one is rep-
resented by the DE-FSM sub-model, that is, a subgraph that does not have
any further internal sub-models. However, we do not wish to decompose
unnecessarily.

Definition. Let G ¼ (S, E) be a DAG. A subgraph G', G' ⊂ G, is called a
Smallest Independent (SI) subgraph if it has more than one vertex and
does not have any proper subset that is also an independent subgraph.

We can use SI subgraphs to form the sub-models, however, such a
decomposition breaks up sub-models when there is no need for further
decompositions. Consider Fig. 5, which shows an independent subgraph
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G', of a part of a BPMN graph of G ¼ (S, E). G' ¼ (S', E'), where S' ¼ { sen,
v11, v12, v21, v31, v32, v33, sex }, E' ¼ { (sen, v11), (sen, v11), (v11, v12), (v12,
sex), (sen, v21), (v21, sex), (sen, v31), (v31, v32), (v32, v33), (v33, sex)}. How-
ever, G' has two independent subgraphs: G1 ¼ (S1, E1) and G2 ¼ (S2, E2),
where.

1. G1 ¼ {v11, v12, v21, sex} and E1 ¼ {(sen, v11), (v11, v12), (v12, sex), (sen,
v21), (v21, sex)}

2. G2 ¼ {v21, v31, v32, v33, sex} and E2 ¼ {(sen, v21), (v21, sex), (sen, v31),
(v31, v32), (v32, v33), (v33, sex)}

Clearly, it is desirable to have only one DE-HSM model representing
the subgraph G' as opposed to the two sub-models, one for G1 and one for
G2. Further decomposition of G' into G1 and G2 is not only unnecessary,
but it would also result in a more complex interconnection of the sub-
models than is necessary. Another example is an independent subgraph
G''¼ ({v31, v32}, {(v31, v32)}) or an independent subgraphG000 ¼ ({v31, v32,
v33}, {(v31, v32), (v32, v33)}). They are both independent subgraphs, but
clearly, there is no need to have a separate sub-model to represent them.

We note that for any smallest independent subgraph G' ¼ (S', E'), any
outgoing edge from the entry vertex, sen, identifies a path of connected
nodes such that the path terminates at the exit node, sex. Furthermore,
any node on that path has only two edges that are on the path from sen to
sex and no other edges. If a node, say a node s12 S', which is on a path from
sen to sex, did have another edge, say to a node s2 2 S', that is not on the
same path from sen to sex, it would violate the properties of the smallest
independent subgraphs as either: (i) If s2 62 G', then an edge from the node
s1 to s2 within the subgraph G' leads to the node s2 that is outside the
subgraph G', which means that the subgraph is not an independent
subgraph as it has two nodes with edges outgoing to nodes that are
external to the subgraph. Or (ii) s2 2 G', but then the edge (s1, s2) would
create an independent subgraph within the smallest independent sub-
graph G', which is a contradiction.

4.4.4. Largest Smallest Independent (LSI) subgraph
Consequently, we wish sub-models to represent independent sub-

graphs such that each subgraph does not have any independent subgraph
itself unless that the independent subgraph (i) has the same entry and exit
nodes as its parent graph or (ii) is fully on a path from the subgraph's
entry node to its exit node. We introduce the concept of the Largest
Smallest Independent (LSI) subgraph.

Definition. Let G be a graph, G¼ (S, E). A subgraph G'¼ (S', E'), G' ⊂ G,
is called the Largest Smallest Independent (LSI) subgraph of G if it is an
independent subgraph, and furthermore, any vertex s 2 S', which is
neither an entry nor an exit node of an independent subgraph, has exactly
one incoming and one outgoing edge.

We will use the properties of the LSI subgraphs to construct, from the
given graph G, an equivalent representation G^ ¼ (S^, E^), where each S^i
2 S^ is a set of vertices of a subgraph G'i, i¼ 1, 2,…, n^. Each subgraph G'i
is an LSI subgraph that represents a DE-FSM sub-model, and E^ is a set of
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edges in E that represents interconnections of the sub-models represented
by the subgraphs.

4.4.5. Algorithm to find LSI subgraphs
The previous sections dealt with formalities and abstractions suitable

for the presentation of the concepts of independent and LSI subgraphs.
We now provide a pseudocode of an algorithm to find LSI subgraphs for a
given DAG G that represents a BPMN model. The algorithm, called
findLSIsubgraphs, has as its input a global DAG G ¼ (S, E), which repre-
sents a BPMN diagram. The method results in a DAG G^ ¼ (S^, E^), such
that E^ represents edges and each S^i 2 S^ represents a subset of nodes S'i
of the graph G'i, where the nodes of Si^, i¼ 1, 2,…, n^, form a subgraph Gi'
¼ (S'i, E'i), where S'i ¼ S^i is a set of nodes representing an LSI subgraph
that is an FSM sub-model. Furthermore, Ei’ represents interconnections of
the nodes in S'i, wherein each edge e ¼ (sx, sy) is an internal edge to S'i,
i.e., where sx 2 S'i and sy 2 S'i. Thus, each S^i defines an LSI subgraph G' ¼
(S'i, E'i), while the set of edges E^ of G^ form interconnections amongst the
LSI subgraphs.

The method uses a global variable G ¼ (S, E) to mark the nodes with
information on vertices' incoming and outgoing degrees, where the
outgoing degree of a vertex s is the number of directed edges of the form
(s, sx), for some vertex sx 2 G, and an incoming degree is the number of
Fig. 6. Algorithm fin
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edges of the form (sx, s), where sx 2 G.
Recall from Section 3.1.1, which dealt with the preprocessing of the

BPMN graph, that the preprocessing replaces any gate that is both a join
gate and a fork gate with an equivalent representation by one merge gate
and one fork gate, wherein the merge gate has one or more incoming
edges but only one outgoing edge that is also the only incoming edge to a
fork gate that has more than one outgoing edge.

Before we proceed with the presentation of the algorithm to find LSI
subgraphs, we make a few observations about LSI subgraphs:

a) With the exception of the entry or exit nodes, there is no vertex that
has both incoming and outgoing degrees greater than one.

b) If a vertex has an incoming degree of more than one, then it is a
merge/join gate with one outgoing edge. In such a case, the vertex
may only be an exit node from an LSI subgraph.

c) If a vertex has an outgoing degree of more than one, then it is a fork/
split gate with an incoming degree of one. In such a case, the vertex
may only be an entry node to an LSI subgraph.

d) An internal node of an LSI subgraph has an incoming degree and an
outgoing degree that are exactly one.

The algorithm/method findLSIsubgraphs, shown in Fig. 6, has a DAG G
dLSIsubgraphs().
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¼ (S, E) as its input. Recall that the Start event has only one edge, which is
an outgoing edge. Each node s 2 S is assumed to have the following
attributes:

� s.inDegree… the number of edges that are incoming into the vertex s
� s.outDegree … the number of edges outgoing out of the vertex s
� s.root… reference to a node that may be an entry of an LSI subgraph
to which the node s may belong

The method findLSIsubgraphs() uses the following auxiliary methods:

� vertex x ¼ nextInSearchOrder (G) … the method facilitates a breadth-
first search traversal of the connected DAG G, in which that vertex s 2
S that represents the BPMN Start event is the start of the traversal.
Each of the other nodes has at least one incoming edge and one or
more outgoing edges, with the exception of the vertex that represents
the BPMN End event, which does not have any outgoing edges.
Calling the method nextInSearchOrder(G) repeatedly results in the
method returning a reference to the next node in the breadth-first
search traversal of G and returning null once all vertices have been
traversed.

� LSIsubgraph G'i ¼ isLSIsubgraph (s, d) … given vertices s and d, the
method determines whether the vertices s and d identify an LSI sub-
graph by checking the cases that are discussed below. If it does
discover an LSI subgraph, it is returned by the method; otherwise, the
method returns null. We first discuss the special cases that exist for
the vertices that represent the BPMN Start and End event elements.
o If the in-degree of the vertex, say s, is zero, then the vertex repre-
sents the BPMN Start element, and hence cannot be an exit node.
The s.root attribute is set to s as it will be the entry node of an LSI
subgraph, which is also the root node of the subgraph.

o If the out-degree of the vertex is zero, then the vertex represents the
BPMN End event element. It is treated as an exit vertex of an LSI
subgraph.

� vertex sx ¼ pointedToBy(s) … The method returns null if the vertex s
does not have any incoming edges or if it has more than one incoming
edge. Otherwise, it returns that vertex sx that is the source for the only
edge leading to s, i.e., it returns that vertex sx for which there exists an
edge e ¼ (sx, s).

The algorithm uses a breadth-first search traversal of the DAG G,
starting with graph node s that represents the BPMN Start event element,
while its output has been described already. We now discuss the details of
the findLSIsubgraphs() algorithm that is shown in Fig. 6.

The first part of the algorithm deals with initialization that sets the
attributes of each node of the DAG G, namely, s.inDegree, s.outDegree,
and s.root. Following that, there is a while loop that is used to determine
whether the node s, returned by the nextInSearchOrder (G), is an exit node
of an LSI subgraph and whether that node identifies an LSI subgraph,
which has been found and should be included in the set of LSI subgraphs
output by the method, or whether it is some other case and how it should
be handled. These cases are now discussed by making specific references
to the lines of the algorithm presented in Fig. 6.

Line 18 within the while loop checks the in-degree of the vertex s. If
the in-degree of the vertex s is zero, then the vertex s represents the BPMN
Start element, and hence it is an entry node of an LSI subgraph. If it is,
then the s.root attribute is set to s as it will become a root node of an LSI
subgraph. The while iteration exits and another iteration starts (lines
24–26). Note that for the vertex representing the BPMN Start element, its
out-degree cannot be greater than one, as only a fork gate can have an
out-degree greater than one.

� If the s.inDegree >1 (line 23), then the vertex s is an exit node, an LSI
subgraph has been discovered and added to the set of LSI subgraphs
G^, and the loop is exited (lines 24–26).
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� If the s.inDegree is equal to 1 (line 27), then the node's out-degree is
checked.
o If the out-degree of the vertex s is zero (line 28), then the vertex s
represents the BPMN End node, and consequently, the LSI subgraph
identified by the entry and exit nodes s.root and s, respectively, is
returned as an LSI subgraph G' that will be added to the set of LSI
subgraphs G^ (lines 29–31).

o If the out-degree of the vertex s is equal to one (line 32), then it
cannot be determined as yet whether the node s is or is not an exit
node of an LSI subgraph. The vertex s could be an exit node such
that there is only a single path to the node s, while the outgoing
edge from s, edge (s, sy), leads to a node that has an out-degree
greater than one and hence be the entry node of another LSI sub-
graph, in which case the node s is an exit node from an LSI sub-
graph. If the out-degree of the node sy is one, then the node s is not
an exit node from an LSI subgraph, as the node sy could be safely
added to the LSI subgraph identified by the vertices s.root and s
without violating the LSI subgraph properties. Thus, to determine
whether or not s is an exit node, we must examine the out-degree of
the node sy, where sy is the destination node of the outgoing edge
from s (line 33):

- If the out-degree of the vertex sy is greater than zero (line 34),
then the vertex sy, where sy is the destination vertex of the out-
going edge from s, i.e., the edge (s, sy), is the entry node of the
next LSI subgraph, and hence, the node s is the exit node of the LSI
subgraph. The found LSI subgraph is added to the set of LSI
subgraphs that are output (lines 35–37).

- If the out-degree of the vertex sy is equal to 1 (line 39), then the
vertex s is neither an exit nor an entry node, and the s.root
attribute is set to refer to the s.root attribute of the vertex that has
an outgoing edge that points to s.

- As a note, if the out-degree of the vertex sy is equal to 0, then sy
represents the BPMN End element, in which case nothing needs to
be done as the node sy will be processed on a subsequent iteration
of the while loop.
Once all nodes are processed, the algorithm performs a post-
processing step that ensures that any LSI subgraphs that were discov-
ered and added to the set G^ and that have the same entry and exit nodes
are combined into one LSI subgraph. For instance, if the algorithm out-
puts two separate independent subgraphs G1 and G2, where G1 and G2
are:

1. G1 ¼ {v11, v12, v21, sex} and E1 ¼ {(sen, v11), (v11, v12), (v12, sex), (sen,
v21), (v21, sex)}

2. G2 ¼ {v21, v31, v32, v33, sex} and E2 ¼ {(sen, v21), (v21, sex), (sen, v31),
(v31, v32), (v32, v33), (v33, sex)}

Then the post-processing step combines all independent subgraphs
that have the same entry and exit nodes into one subgraph. For the
example of G1 and G2, the post-processing step combines the two sub-
graphs into one, as shown in Fig. 5.

The significance of decomposing the BPMN model into DE-HSM sub-
models that satisfy the property of LSI subgraphs is that the LSI subgraphs
lead to sub-models that can be modeled directly by a DE-FSMmodel, i.e.,
they do not need any further decomposition into sub-models.

4.4.6. Example
Consider the sample supply chain BPMN model shown in Fig. 3 that

was also used in Refs. [16–18]. Applying the algorithm findLSIsub-
graphs() results in the LSI subgraphs, listed by the method foundSubgraph,
which are shown in Fig. 7 and are shown below.

� S1 This subgraph contains INIT, buyer send offer, manufacturer
receive order, calculate demand, manufacturer place order, and
middleman receive order.



Fig. 7. BPMN model and found subgraphs.
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� S2 This subgraph contains forward order, order transport, supplier
receive order, produce, order transport, prepare transport, carrier
receive order, supplier receive request, and request details.

� S3 This subgraph contains provide details, provide waybill, receive
details, and receive waybill.

� S4 This subgraph contains carrier deliver order, manufacture receive
order, report start of production, manufacturer deliver product, buyer
receive product, and SUCCESS.

To explore how the algorithm works, consider its execution after its
initialization, when the while loop is executed. The breadth-first search
traversal returns the INIT node as the first node. Thus, the node s in the
while loop refers to the INIT node, which represents the BPMN Start
element, on the first iteration of the loop, at which point s.root¼ s, which
represents the fact that the node s will be the entry node of the LSI
subgraph that will be discovered. Following the first loop, subsequent
loops retrieve nodes: Prepare Order, buyer send order, manufacturer
receive order, and Calculate Demand. All the listed vertices have exactly
one incoming and one outgoing edge and thus cannot be exit nodes of an
LSI subgraph. As a result, their processing by the while statement will set
the attribute s.root to refer to the vertex representing the INIT node, as set
by line 39; that the vertex will become a root of an LSI subgraph.

Assume that all nodes from the node INIT to Calculate Demand have
been processed by the while loop, and now the reference to the node
Manufacturer Place Order has been returned by the method in the while
statement while s ¼ ((nextInSearchOrder (G)) 6¼ nil) do, and that the
reference to that vertex has been stored in the variable s. Since both the
in-degree and out-degree are one for the node s, lines 33–40 of the
method in Fig. 6 are executed next. As the out-degree of the node sy,
where the vertex sy is the destination vertex of the edge (s, sy), is also 1,
the vertex s is neither an entry node nor an exit node, and hence the
attribute s.root is set to s.root ¼ (pointedToBy(s)).root ¼ s, as was done
by while loop processing of the previous vertices.

In the next iteration of the while loop, the node returned by the
breadth-first search method is the node s that represents the Middleman
receive order BPMN element. As both the in and out degrees are equal to
1, lines 33–40 are executed. As the out-degree of the node sy, where the
vertex sy (represents the forward order BPMN element) is the destination
vertex of the edge (s, sy), is greater than 1, then the vertex sy is the entry
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node of the next LSI subgraph, and hence the node s is the exit node of the
subgraph. Consequently, the statements in lines 35–37 are executed and
an LSI subgraph, with the entry node being the vertex representing the
INIT element and the exit node being theMiddleman receive order BPMN
element.
4.5. Building DE-FSM sub-models and their interconnection

Thus far, we have described how to determine a DE-HSM model, that
is, how to find a DE-HSMmodel for which each of its sub-models does not
contain any further sub-models. In this section, we describe how to build
each of the DE-FSM sub-models and interconnect them.

4.5.1. Building a DE-FSM submodel
The previous section described how to find a DE-HSM model for a

given graph G that represents the BPMN model. The DE-HSM model is
represented by a graph G^ ¼ (S^, E^), such that each S^i ⊂ S^ represents a
subset of nodes of the graph G, where the nodes of S^i, i ¼ 1, 2,…, n^, are
also the nodes of a subgraph G'i ¼ (S'i, E'i) of G, where S'i ¼ S^i is a set of
nodes representing an LSI subgraph that is an FSM sub-model.

Given an LSI subgraph G' ¼ (S', E') that represents a DE-FSM sub-
model, we build its model using a breadth-first search traversal of its
graph G'i ¼ (S'i, E'i), starting at its entry node sen. Recall that each sub-
model represents a DE-FSM model that uses one DE queue, which is
shared by all sub-models, and an FSM that represents functionality. Also
recall from the previous section that described how to find the DE-HSM
model that a fork gate denotes an entry node of an LSI subgraph, while a
merge gate is an exit node/vertex from an LSI subgraph. However, an LSI
subgraph is such that each of its vertices, that is, neither the entry nor the
exit vertex of the subgraph has exactly one incoming and one outgoing
edge. Thus, with the exception of its entry or exit nodes, there are no
other vertices that represent a gate. As a consequence, the translator
creates the sub-model in two phases.

The first phase corresponds to the flow control entering the sub-
model during the execution phase; that is, when the flow control rea-
ches the subgraph's entry node. Depending on the type of the entry node,
further execution may proceed as one processing stream for an exclusive
fork gate or more than one processing stream in the case of an inclusive
fork gate. Note that an exclusive or inclusive fork gate may have a guard
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along each outgoing edge, wherein a guard along an outgoing edge
represents the constraint that the FSM's input must satisfy for the
execution to proceed along that edge. Of course, for an exclusive gate,
guard constraints must be such that only one evaluates to true at any one
time. Thus, an inclusive fork gate also covers a parallel fork gate when all
guards are set to true.

If the entry node of the LSI subgraph represents an exclusive fork gate
BPMN element, then in the first phase, the root of the FSM is created. For
an exclusive fork gate, in addition to the root of the FSM, additional states
are appended for a binary search that will result in identifying a path that
represents the control flow along each of the paths from the entry node to
the exit node. For instance, if there are four outgoing edges from an
exclusive fork gate with the guards being A, B, C, and D, then Fig. 8 shows
the vertices added to the FSM in order to identify the path for each of the
outgoing edges to the exit node. In the second phase, in each iteration of
the search, a new state is added on a path for which the input satisfies the
guards. In short, there is one FMS for an entry node that represents an
exclusive fork gate, such that the FSM's root is followed by transitions
that result in n paths, one path for each of the outgoing streams from the
gate. In the subsequent phase, state transitions are built along the out-
going paths, each one representing functionality for one of the guards on
the exclusive fork gate.

If the entry node represents an inclusive fork gate BPMN element,
then the translator creates nþ1 FSMs if there are n outgoing streams out
of the inclusive fork gate. In addition, one FSM, referred to as a control
FSM, is created to determine at the execution time, to which of the
outgoing streams from the fork gate does the input to the FSM belongs
when an FSM fires, i.e., when it receives input to which it needs to react.
The controlling FSM is used in the execution phase to determine to which
of the FSMs should the input be directed depending on the evaluation of
the guards; the identification of the FSMs for which guards evaluate to
true is the output of the controlling FSM's firing. In addition, when the
exit from the firings of the controlling FSM is reached, the flow of control
is directed towards each of the concurrent FSMs for which the guard is
evaluated to be true. This is achieved by the monitor component at run-
time by creating a DE event for each of the guards that evaluates to true.
For each one, the monitor inserts a DE event that causes it to fire and
hence causes execution of the firing of the corresponding concurrent FSM
when the event reaches the head of the queue. Fig. 9 shows the inclusive
fork gate and the resulting control FSM and the concurrent FSM.

Once the FSMs are prepared, a breadth-first search of the nodes of the
subgraphs is used to build the transition states of the concurrent FSMs.
For an exclusive fork gate, all transitions are in the one FSM along the
paths from the root to the exit node, wherein the initial vertices are
created by the translator in the initial phase to guide the input to the
appropriate path using the guard conditions. For an inclusive fork gate,
for each node of the breadth-first search, the translator first determines to
which of the FSMs the node belongs, and then the translator augments
the corresponding FSMwith the state transition for the node. Both phases
are now described.

a) Initial phase—Entering a sub-model

The translator examines the BPMN element that the entry vertex of
Fig. 8. Entry node that represents an exclusive fo
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the sub-model represents, and the transformation into a sub-model de-
pends on whether the BPMN element is not a gate, is an exclusive fork
gate, or is an inclusive fork gate:

� The entry node is not a gate. The processing within the sub-model is
represented by a single stream with the functionality represented by
an FSM. The translator builds the root of the FSM, with the rest of the
FSM states created by examining each of the nodes of the subgraph as
described below in the main phase that builds the FSM transitions.

� The entry node is an exclusive fork gate. The processing within the
sub-model is represented by a single stream with the functionality
represented by one FSM. The translator builds the root of the FSM,
and then it inserts states that check the input and perform a binary
search using guards of the exclusive gateway to determine on which
path, from the entry node to the root, is a new transition inserted (as
shown in Fig. 8).

� The entry node is an inclusive fork gateway. The processing within
the sub-model is represented by multiple concurrent streams by
creating one concurrent FSM for each of the outgoing concurrent
streams outgoing from the entry node that represents the inclusive
fork gate BPMN element. In addition, the translator also generates the
control FSM that is used to direct input coming into the sub-model
into an appropriate FSM for an outgoing flow-control stream deter-
mined by examining the input to the FSM using constraints repre-
sented by the guards on outgoing edges of the BPMN gateway. As in
the previous case of an exclusive gateway, the translator inserts into
the controlling FSM states that check the input using Boolean ex-
pressions appearing in the guards of the gate that the node represents,
as shown in Fig. 9.

b) Main phase

In the main phase, subgraph vertices are processed, vertices that have
exactly one incoming and one outgoing edge. Such vertex results in a new
FSM state and transition to be added to an FSM. For an inclusive fork
gateway, the new state, and its transition are added to the appropriate
concurrent FSM, while for the exclusive fork gateway, the new state and
its transition are added to the appropriate path of the one FSM that has
one path, from the subgraph's entry node to its exit node, for each of the
outgoing edges out of an inclusive fork gateway.

4.5.2. Connecting the sub-models
Once the sub-models are built, the overall model is built by finding

the subgraph that contains the node that represents the BPMN Start
event—call it the start subgraph. The overall model is now built by
interconnecting the sub-models. The exit node of the start subgraph is
connected to the entry nodes of LSI subgraph i, for which there is an
outgoing edge from the exit node of the start subgraph that leads to the
entry node of the LSI subgraph i. For each such interconnection, the
translator takes the output from the FSM of the exit node and creates a DE
event that is queued into the DE queue, with the event being targeted for
processing by the FSM that represents the functionality of the LSI sub-
graph i. This process repeats for each of the LSI subgraphs.
rk gate and FSM transitions as paths of FSM.



Fig. 9. Entry node that represents an inclusive fork gate and control FSM, and one FSM for each of the concurrent process streams.
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5. Transforming a DE-HSM model into methods of a smart
contract

In the following subsections, we overview the transformation of the
DE-HSMmodel into the methods of a smart contract. We only perform an
overview, as our approach has been described in Refs. [32,43,44] and, in
some respects, is similar to the work of others. However, we differ in
providing the developer with the functionality to deploy parts of the
smart contract to be processed on a sidechain for the purposes of
reducing the cost and/or increasing privacy, and those are the aspects
that we highlight in more detail.

5.1. Creating and deploying smart contract methods

During the contract execution phase, user participants and their sys-
tems interact with a DApp that, in turn, makes calls to the DApp API that
our system provides. At run-time, once a smart contract method is
invoked, its input is analyzed, and it is used to create an appropriate
event that is queued into the DE queue. The DE queue contains events
that are continuously dequeued and processed. Processing of a DE event
includes (i) analysis of the DE event that determine which FSM is to fire
and prepares input for that FSM; (ii) input is given to the FSM; (iii) FSM
fires and produces output; and (iv) FSM output is transformed into a
response to the smart contract method invocation. This is all performed
under the control of the monitor/mediator, using information prepared
during the design phase.

Thus, the run-time architecture of the system is similar to other ap-
proaches in the way the system interacts with the DApp and performs
mapping of the DApp interactions with the API into calls to the methods
of smart contracts and how the system responds to DApp requests. Where
we depart is in how the flow control is managed.

The internal representation of the state of the system is based on the
DE-HSM model that determines the flowcontrol between the FSM sub-
models that represent the state of computation of individual DE-FSM
sub-models. We faithfully model the BPMN graph using a DE-HSM
model that is used to channel input into the appropriate sub-model,
where the input is provided to the sub-model's FSM that fires and pro-
duces output. Depending on the DE-HSM model, the output produced by
the FSM may be used as input to another sub-model and the process
repeats, or the output is analyzed and provided as output for the call to
the smart contract method, which in turn provides its returned parame-
ters to the DApp method that invoked the DApp API. The channeling of
outputs produced by sub-models is according to the interaction between
the sub-models as defined by the DE-HSM model, while the function of
each sub-model is represented by an FSM, or a group of FSMs if the sub-
model has concurrent processing indicated by the inclusive fork gates,
which also faithfully models a part of the BPMN graph that is a BPMN LSI
subgraph.

We also depart from the work of others in that we facilitate off-chain
processing on a sidechain, which is described next.
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5.2. Sidechain processing for privacy and cost reduction

After the BPMN model is transformed into a DE-HSM model and in-
dividual sub-models are developed, but before the transformation into
the methods of a smart contract, the developer is offered a design choice
to deploy a part of the smart contract for processing on a sidechain for the
purposes of privacy, reducing the processing cost, or both. To make that
decision, sub-models are presented to the developer to select those that
should be deployed on a sidechain. Actually, as a part of testing and
before the final deployment, two versions of the smart contract are
developed and deployed: In one, the sub-models selected by the devel-
oper are deployed and executed on a sidechain, while in the second
version, all smart-contract methods are deployed and processed on the
mainchain. Delays are measured for both versions, and the results are
provided to the developer so that she/he can compare the cost of the
smart contract execution, on themainchain-only versus on the mainchain
with sidechain processing of sub-models selected by the developer. The
developer has information on the incurred delays in both cases, and if the
mainchain or sidechains use Ethereum EVM, such as Quorum does, cost
estimates in ETH gas are also provided to the developer.

We first describe our system architecture for the run-time phase with
sidechain processing. We then describe how we assist the developer in
determining which parts of the smart construct are suitable for sidechain
processing, either for privacy or for reducing cost. Examples of the use of
sidechains are provided in the following section that describes our PoC,
the TABS tool.

5.2.1. System architecture with sidechain processing
Fig. 10 shows the system architecture at run-time for the mainchain

and for the sidechain. The internal architecture for sidechain processing
is in large part similar to that for the mainchain, which is shown in Fig. 2.
Interoperability between the mainchain and the sidechain is achieved in
part by a mainchain contract method calling a smart contract method on
a sidechain. There are, however, additional issues involved, as our
sidechain contract is really an integral part of the mainchain contract, but
it is executed on a sidechain. When smart contract methods are moved
from the mainchain to a sidechain, of course, they have to be invoked
from the mainchain. When there is a call on a mainchain to a smart
contract that is deployed on a sidechain, the mainchain method must
redirect the call to the sidechain. However, difficulties arise when state
variables are accessed during a method executed on a sidechain—a
method deployed on a sidechain does not have access to any state vari-
ables stored on the mainchain. For that reason, they need to be fetched
from the mainchain and stored on a sidechain, which acts as a cache.
Consequently, on the first call to a method deployed on a sidechain, in
addition to the call parameters, also included are the blockchain data that
will be accessed by the method. At the design time, static analysis of the
sidechain code is used to determine which data is provided on the first
call to a method so that it would populate the cache on a sidechain. Of
course, there will still be cache misses due to the sidechain method
referencing objects dynamically.



Fig. 10. System architecture with mainchain and sidechain processing.
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5.3. Sidechain processing: what, when, how

To process a part of the smart contract off-chain, the following de-
cisions need to be made:

� What should be processed off-chain, that is, which parts, referred to as
patterns, of smart contracts should be processed off-chain?

� When should the processing be performed off-chain, that is, under
which conditions should sidechain processing be used?

� How to achieve sidechain processing?
1 It should be noted that our statements made about privacy were of general
nature and that there are blockchains that do provide for privacy. For instance,
the Hyperledger Fabric enables defining certain data to be private and not
5.3.1. Identifying patterns suitable for sidechain processing
The concept of independent subgraphs, which was used to determine

the DE-HSM model given a BPMN model, is useful in determining which
patterns are suitable for processing off-chain. Processing patterns off-
chain causes overhead, some of which is due to the sidechain not hav-
ing access to the mainchain. Consequently, if a pattern interacts with the
main chain methods, the overhead cost of communication between the
mainchain and sidechain arises. For that reason, a pattern moved to the
sidechain should be independent from the other methods of smart con-
tract executing on the main chain. And independent LSI subgraphs have
the property in that once the flow of control enters the LSI subgraph, the
flow of control does not exit that subgraph until the computation in that
subgraph is completed when the flow of control exits the subgraph. Thus,
if the LSI-subgraph processing is deployed on a sidechain, with the
exception of the main chain contract passing the application's input as
parameters to the sidechain, there is no processing on the mainchain
until the execution exits from the independent subgraph executed on a
sidechain. As the design phase uses the concept of LSI subgraphs to find
the DE-HSM model, each sub-model is represented by an LSI subgraph,
and hence, deploying parts of the smart contract to a sidechain is
equivalent to deploying DE-HSM sub-models on the sidechain. The
developer is thus provided with the choice of which DE-HSM sub-models
should be selected for processing on a sidechain.
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5.3.2. When to process on a sidechain (deciding to process a pattern off-
chain)

Sidechain processing may be cheaper andmay be used to decrease the
cost of processing a pattern. However, processing a pattern on a sidechain
causes overhead due to interaction between the mainchain and the
sidechain. Thus, from the cost perspective only, sidechain processing
should be used only if its cost, including the overhead cost, is less than
processing the pattern on the mainchain. We determine the cost of pro-
cessing on a sidechain that also includes the overhead cost by actually
doing a live test of running the DApp when (a) the smart contract is
deployed on the mainchain only and (b) the pattern is deployed on the
sidechain and thus measuring all delays, including delays due to over-
head. If processing on a mainchain or a sidechain involves an EVM, the
cost is also estimated in Eth for each of the smart contract methods and is
provided to the modeler.

However, another reason to process a pattern on a sidechain may be
privacy. A smart contract deployed on the mainchain is such that all
participants can explore all data stored on the blockchain by the smart
contract; hence, there is no privacy that can be provided so that some
collaborations are private, that is, confidential to other actors.1 For
instance, a subset of actors performs a local collaboration represented by
a pattern, and that collaboration should be private in that its details (its
blockchain data) should not be visible to the other participants in the
smart contract who do not participate in that collaboration. In such a
case, we should process the pattern on a sidechain, which will provide
privacy, and the other actors will not be privy to the pattern's processing
details. Of course, all smart contract participants will be able to see any
data returned by the sidechain computation that is stored on the
mainchain.
visible to all participants.
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5.3.3. How to process off-chain
Once it is determined which pattern is to be processed off-chain, the

next question is how to facilitate it. A pattern is a set of smart contract
methods such that they are invoked either due to a signal from the DApp
API or because they collaborate and invoke each other but “within” the
pattern. A smart contract method executing on a sidechain is likely to
need to know the state of execution and other information stored on the
blockchain; however, a method on the sidechain does not have access to
the mainchain and its data. Consequently, when transitioning to off-
chain execution of a smart contract method, in addition to the parame-
ters passed to the method, the system also needs to find, retrieve, and
deliver to the off-chain processing of any mainchain data that the
methods on a sidechain read. Similarly, upon execution returning back to
the mainchain, any writes to the blockchain that was performed by the
off-chain execution of the pattern need to be collected and handed off,
together with transition outputs, for recording on the blockchain. Finally,
upon completion of a method executed off-chain, before the blockchain is
updated with the new state and data values written by the off-chain
method, the results of off-chain execution must be reviewed and
approved/attested by each of the participants affected by the off-chain
computation. As a consequence of the above, we provide interfaces for
the following three phases when methods of a pattern are deployed on a
sidechain:

Pattern start: Upon the first invocation of an off-chain pattern
method, our software tool prepares appropriate data structures to sup-
port on-chain/off-chain interaction. The most important is a cache for
mainchain data accessed by the pattern executed off-chain. Off-chain
code uses a local cache for reading and writing blockchain data; its data
structure needs to be prepared. On a cache miss, data are retrieved from
the main blockchain and then stored in the off-chain cache using a getter
method prepared just for that purpose to retrieve the data from the
mainchain. For the cache, we use IPFS as a distributed system for storing
and accessing temporary files and data. When blockchain needs to access
or examine the data in the cache, TABS allocates a data resource stored
on the IPFS by tracking the content address of the corresponding data
stored on the IPFS [39].

As mentioned before, a simple static analysis of the patternmethods is
used to determine which state variables, that is, blockchain data, should
be passed to the sidechain with the first invocation of the pattern so that
the cache could be populated with them. Of course, any dynamically
accessed data may result in a cache miss.

Pattern middle: After the first invocation, the interaction between the
off-chain and on-chain communications is concerned with the provision
and return of appropriate parameters and data for methods executed off-
chain. Also, on a cache miss to the off-chain cache, data need to be
retrieved from the main chain using a getter method to service the cache
fault.

Pattern end: Upon completion of the last method that is executed off-
chain, which occurs upon a transition from the off-chain pattern execu-
tion to the on-mainchain execution, in addition to the returned param-
eters, the results produced by the off-chain computation that were saved
in a cache are collected and are provided to the attestation procedure
executed on the mainchain. Furthermore, once the results are approved
by attestation, they are recorded on the mainchain. Our default attesta-
tion is to deliver the results of sidechain processing to each of the par-
ticipants collaborating on the sidechain processing, including the hash of
the results, and receive from each actor the digitally signed hash code of
the result (signed by the private key), thus signifying that the actor ac-
cepts the results. If the results are not accepted by an actor, an exception
is raised. Of course, the default attestation method may be replaced by an
attestation method provided by the developer.

5.4. Sidechain processing control

As sidechain processing may be used for either cost reduction or
privacy, our tool, described in the next section, delegates the
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responsibility for determining which patterns to process on a sidechain to
the modeler/developer. The tool displays the list of LSI patterns of the
smart contract, DE-HSM sub-models, to the developer, who determines
which pattern is or is not processed on a sidechain. For informed
decision-making regarding the cost of processing on mainchain vs. side-
chain, we deploy the smart contract with and without the pattern
executing on a sidechain to determine their costs/delays and present
them to the developer to assist in the decision-making. An example will
be provided in the next section that describes the TABS tool.

6. Tabs tool and evaluation

We developed a tool, called Transforming Automatically BPMN
Models into Smart Contracts (TABS), as a PoC that our approach is
feasible and to discover any issues that may arise when a designed system
undergoes implementation. We first describe the tool and then its
evaluation.

6.1. TABS tool for transforming automatically BPMN models into smart
contracts

Transformation starts with a BPMN model specification expressed in
XML as per BPMN specifications [37]. The TABS tool invokes the
Camunda software platform [36], whichis used by the developer to
create a BPMN model and store it in XML format. Fig. 11 shows a partial
screen of the tool when creating a BPMN model for the supply-chain
application. Once the modeler creates a BPMN model and stores it in
an XML format, it is used as input to transformations using tabs appearing
under the title. The first two tabs deal with BPMN modeling, one for a
BPMN choreography, and one for a model expressed in core BPMN ele-
ments. Note that the term choreography here refers to the BPMN concept
of choreography that shows “conversations” that eventually need to be
elaborated upon by the modeler into a model expressed using BPMN's
core elements. Thus, the term “choreography”, as used in BPMN, is not to
be confused with the term choreography as used in previous work on
transforming BPMNmodels into smart contracts, in which the term refers
to the choreography of processes into which a BPMN model is trans-
formed and wherein the choreography is a major part of the job media-
tor's job of the system architecture of Fig. 2.

Once the BPMN model is developed, the modeler's interaction with
the tool consists of (i) guiding the transformation of the BPMNmodel into
a smart contract using tabs and (ii) supplying the template methods for
BPMN tasks with code. We facilitate the creation of a smart contract and
sidechain smart contract(s) either for Ethereum or Hyperledger Fabric
blockchains. However, the tool does not facilitate the automated creation
of the underlying blockchain Fabric itself. In fact, the tool supports using
two blockchain types: (i) Hyperledger Fabric and (ii) Ethereum or EVM-
based blockchain such as Quorum. Either type can be used for the
mainchain or for a sidechain(s), wherein the mainchain smart contract
invokes methods of the smart contract deployed on a sidechain.

Fig. 12(a) shows a screenshot after the supply-chain BPMN model, as
shown in Fig. 3, was transformed into the DE-HSMmodel having the four
LSI subgraphs. It shows the BPMN graph and its LSI subgraphs that have
been identified by the TABS tool. Fig. 12(b) was not generated by the tool
but was included to show the BPMN representation of the corresponding
LSI subgraphs of Fig. 12(a).

The modeler/developer is also involved in the decision-making on
which of the independent subgraph patterns should be deployed on a
sidechain in the form of a separate smart contract that interacts with the
main contract deployed and executed on the main blockchain. The
modeler then selects which of the Ethereum or Hyperledger Fabric is to
be used for each of the mainchain and a sidechain—for testing purposes,
we have local blockchains, one for each of the Ethereum and Hyperledger
Fabric. On Hyperledger Fabric, we also have channels prepared that are
used for the deployment of smart contracts for both the mainchain and
sidechains. For sidechains compatible with Ethereum, we use the



Fig. 11. TABS tool invoking the Camunda platform to create a BPMN model of the supply chain application.

Fig. 12. LSI subgraph after transformation into a DE-HSM model.
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Quorum sidechain.
Once the selection is made by the developer, the model is transformed

into the methods of smart contract(s) that are deployed and executed.
The modeler can examine the generated system by stepping through
execution message-by-message, while the tool shows the progress
graphically by showing the change to states of the individual FSMs rep-
resenting the DE-FSM sub-models. This feature is helpful in testing and
manual verification. Delays are also shown as execution proceeds step by
step.

To evaluate the latency and cost of the overall execution, the tool
facilitates the execution of each method while measuring its latency and
cost. It should be noted that we show the USD cost of execution inWei (or
GWei) [45] for Ethereum or EVM-based blockchains/sidechains only.
Latency and costs are calculated for two cases: (i) when all methods of
smart contracts are deployed on the mainchain only, and (ii) when
execution proceeds on the mainchain with the selected patterns deployed
on a sidechain. Thus, the developer can compare the latency and costs
when execution is on the mainchain only and when the selected patterns
are processed on a sidechain. Fig. 13 exhibits a screenshot showing the
cost of execution on a local Ethereum mainchain and a local Quorum
sidechain, where the cost of execution is in GWei and is derived by
adding the cost of individual Solidity instructions of the smart contract
methods using Web3.js [46]. As far as the cost is concerned, for Ether-
eum, we estimate the cost in GWei units usingWeb3.js, which is certainly
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useful to the modelers. The cost for the case when Hyperledger Fabric is
used depends directly on the cost of the underlying blockchain infra-
structure, and we have not tackled yet how to derive it. As in the case of
the public Ethereum blockchain, blockchain as a service for Hyperledger
Fabric is not cheap, and it depends on the blockchain configuration in
terms of the network nodes, network bandwidth, etc.

6.2. Evaluation

As mentioned above, we developed the TABS tool as a PoC so that our
approach is feasible and to explore its properties, such as latency and
cost. We first outline our evaluation method and then discuss the use
cases we tested, transformation correctness, latency, and cost.

6.2.1. Evaluation method
The TABS tool is a typical two-tier application. The frontend was

mainly written in NodeJS, which focuses on tasks such as:

a. Establish a distributed message channel with backend IPFS nodes.
b. Provide the canvas to the user for composing the BPMN diagram; this

was implemented by BPMN.io [47].
c. Transform the BPMN diagram to DE-HSM mode. This part was

powered by the GraphViz JS library [48].



Fig. 13. Stress testing smart contract method execution of bulk business processes.
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d. Provide the Ethereum Solidity abstract interfaces and Hyperledger
NodeJS abstract interfaces for smart contract transformation. The
interfaces were coded in Solidity and NodeJS, respectively [49,50].

e. Compile the smart contract with Ethereum powered by NodeJS
worker threads [51].

f. Compile the smart contract with IBM blockchain platform developer
tools [52].

g. Deploy the Ethereum smart contract with EtherJS and Web3.js [46,
53].

h. Deploy the Hyperledger Chaincode with the Microfab API [54].
i. Establish the IPFS message channel with the IPFS API [55].
j. Implement evaluation and simulation process with NodeJS [56].

We use three cloud servers provided by DigitalOcean cloud [57]. Each
server is equipped with 2 CPUs, 4 GB memory, and 80 GB disk space. The
operating system running on the servers is Ubuntu. We installed,
configured, and ran Ganache-CLSI on each server with different param-
eters to emulate a realistic working environment. The mainchain block-
chain was configured with different parameters for block time, endorsers,
and block size, but with values that are close to the public Ethereum
blockchain, while the sidechain networks were configured as Quorums
for Ethereum smart contract and Microfab for Hyperledger Chaincode.
Moreover, our TABS tool allows testers to deploy smart contracts on
actual public Ethereum and Ropsten sidechains as long as users have
sufficient cryptocurrency on those blockchains [58]. Furthermore, each
server is an IPFS node located in a preconfigured IPFS private cluster so
that each participant has dedicated access to the corresponding IPFS
node and data space.
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The evaluation process of a use case starts with BPMN modeling. At
the end of modeling, TABS automatically transforms the BPMN model to
a DE-HSMmodel during the design phase. The modeler then provides the
code for the tasks of the BPMN elements. The DE-HSMmodel is presented
to the modeler together with information on the cost of execution on the
mainchain only and on the mainchain with sidechain processing of the
selected subgraphs. The modeler uses this information to select which of
the LSI subgraphs are to be deployed and processed on a sidechain, and
then chooses which of the Ethereum Solidity and Hyperledger chainc-
odes are to be used for the smart contract generation on the mainchain
and a sidechain. The generated code for the smart contract(s) may be
reviewed by the developer.

Once the compiled smart contracts are deployed on blockchain net-
works, the modeler can choose which evaluation process should be used
for the run-time phase. The modeler can observe the invocation of the
smart contract methods. The TABS tool allows the modeler to evaluate
the deployed model by an input stream that simulates the expected input
from the DApp as it would be submitted by the DApp to the DApp
interface. Measured are delays per smart contract call, for completion of
executing a sub-model, or per execution of the DApp application (on the
BPMN diagram, from the Start event to the End event).

6.2.2. Use cases
For our evaluation purpose, we used three different use cases.

1. Supply Chain: This use case was adopted from Ref. [16] and was
discussed throughout this paper as a running example (see Figs. 3 and
7). The model has ten tasks and four gateways. The supply chain use
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case begins with the buyer issuing a new order. Once the manufac-
turer receives the order, she/he calculates demand and places an
order with a middleman. The middleman concurrently sends the
order to the supplier, and orders are transported from the carrier. The
producer fabricates the product and prepares it for transport. The
carrier, upon receiving the request from the middleman, requests
details from the supplier. The supplier provides the details to the
carrier and then prepares and provides the waybill to the carrier.
Upon receiving details about the product and the waybill, both from
the supplier, the carrier delivers the order to the manufacturer. Upon
receiving the order, the manufacturer starts the production, and when
that is finished, it delivers the product to the buyer, who receives the
order.

2. Order Process: This process is adopted from Ref. [59], and its BPMN
diagram is shown in Fig. 14(a). It is a relatively straightforward use
case with five tasks and two gateways. The use case starts with the
customer preparing an order that is delivered to order handling.
Order handling checks the order and then concurrently (i) confirms
the order with the customer and (ii) initiates shipment preparation by
the shipper. The shipper prepares the order for shipment and then
sends it to the customer. Upon receiving the order confirmation and
the order from the shipper, the customer accepts the order, which
completes the workflow. Fig. 14(b) shows the BPMN diagram with
the three found LSI subgraphs identified by the colored rectangles.

3. Trade: We reported on this use case in some detail in our previous
research [43]. The use case was adopted from Ref. [60], and it con-
tains 19 tasks and five gateways. As the BPMN diagram of the
application would be too busy, we show in Fig. 15 its state diagram
representation with some of the independent subgraphs also shown.
The model shows that the product is posted for sale, and after the
offer is made, the buyer and seller negotiate the price. Once an
agreement is reached on the price, a contract is prepared and signed
that stipulates escrow deposit and the matter of delivery. Once the
buyer makes a deposit to an escrow account, the shipment proceeds to
the port. The shipment includes crossing borders, and hence, involves
customs. Afterwards, the shipment is loaded on a ship, delivered to a
port, and then processed at the destination customs. It is then
unloaded from ship to port, picked up by the buyer, payment terms
are executed, and finally, the escrow deposit is returned.

6.2.3. Latency and cost
We now report on the evaluation of the three use cases in terms of

latency and cost. However, the cost is derived only for Ethereum using
Web3.js [46], which estimates the cost of each instruction in a smart
contract in Wei. In this section, we simply report observed values as we
are unable to do a comparison with the other reported work because
hardware and software configurations and environments vary greatly.
We report observed values for each case when Ethereum is used and
when the Hyperledger Fabric is used. We comment on our observations
when sidechains are used for off-chain processing in the next subsection.
Fig. 14. BPMN diagram for the Order Pro
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a) Latency

The TABS tool can measure various latencies, ranging from one FSM
state transition, through latency for executing a sub-model or a smart
contract method, to latency for the whole DApp. Fig. 16 shows the delays
in milliseconds for each use case execution and for each Ethereum and
Hyperledger Fabric. Due to the more complex consensus algorithm,
Ethereum exhibits much higher delays than Hyperledger.

b) Cost

Costs per method and the overall cost can also be estimated auto-
matically through TABS by using web3.js [46], which enables the
calculation of the cost for each instruction. The cost in GWei for each of
the three use cases is shown in Table 1 for each of the three use cases. The
table also shows the cost, in USD at rates prevailing at the time of mea-
surements, of one application workflow for each use case for the public
Ethereum. As the Hyperledger Fabric is a private blockchain, the cost is
primarily due to hardware and network costs.

6.2.4. Correctness (non-conforming vs. conforming traces)
In published research on transforming BPMN models to smart con-

tracts, reporting was done on the correctness of the smart contract by
recognizing conforming and non-conforming traces, wherein a trace is an
input stream from the DApp. A conforming trace represents input from
the DApp that is correct in terms of the correctness of the input provided
by the DApp at appropriate points of a smart contract execution. The
smart contract should recognize incorrect input provided by the DApp.
We tested the smart contract implementation and reported that 100%
accuracy was achieved in recognizing conformant and non-conformant
input sequences/traces. This is not surprising—after all, the smart con-
tract is built through DE-HSMmodeling that transforms the BPMNmodel
into a DE-HSM model that, in essence, is formed by a 1-to-1 mapping
between the BPMN model and the DE-HSM model as a collection of DE-
FSM sub-models, wherein each sub-model corresponds directly to the
BPMN diagram when viewed as a DAG. Thus, in the absence of errors in
the TABS tool, the recognition of correct and incorrect sequencing in
input should be 100%.

6.2.5. Sidechain processing
One of the distinguishing features of our approach is that we can

move blockchain patterns, represented as individual DE-HSM sub-
models, to the sidechain for either of the following two purposes or their
combination: (i) reducing the cost of processing and (ii) privacy.

a) Sidechains for cost reduction

Deploying patterns for processing on a sidechain for the purposes of
reducing the cost of processing is useful only when sidechain processing
is cheaper in comparison to mainchain processing. This is important for
ces use case (adopted from Ref. [60]).



Fig. 15. State transition diagram for the trade business use case (adopted from Ref. [44]).

Fig. 16. Latency for each of the three use cases for Ethereum and for Hyperledger Fabric.

Table 1
Cost of processing for Ethereum environment.

Gas (GWei) Cost (USD)

Supply Chain 95,854 0.2615
Order Process 57,512 0.1569
Trade Business 182,195 0.4945
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any smart contract targeted for deployment on a block-
chain—blockchains are expensive relative to centralized systems. As an
example, processing on the public Ethereum blockchain is much more
expensive than on the Quorum chain, and hence, sidechain processing is
attractive for reducing the cost. For Hyperledger Fabric, using channels
as sidechains for cost reduction does not make sense, as a mainchain on a
Hyperledger is just one of the many channels. Hyperledger Fabric may be
used as the mainchain while some other blockchain is used for a



Fig. 17. Ethereum cost of processing on mainchain only vs. processing on mainchain with sub-models on a sidechain.
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sidechain, as long as it (sidechain blockchain) is cheaper than the
mainchain.

For each use case, we calculated the cost of processing one execution
of a smart contract. For each use case, Fig. 17 shows the cost of processing
on the Ethereum mainchain only and then when a Quorum sidechain is
used with the mainchain. When sidechain processing is used, for each use
case, we select all sub-models to be processed on a sidechain. The
selected sub-models are identified by either colored or dashed rectangles
in Figs. 7, 12 and 15. Fig. 19 shows that because the Quorum cost of
processing is much lower than the cost of professing on the mainchain,
processing off-chain is very advantageous.

We also compare the latency of processing, which is shown in Fig. 18,
for the mainchain processing on Ethereum and for the mainchain with
sidechain processing on Quorum for each of the use cases. Latency is also
reduced by sidechain processing. Similarly, we used sidechain processing
for Hyperledger Fabric by deploying the main smart contract on one
Hyperledger channel and a sidechain on another channel of the same
Hyperledger Fabric blockchain. Not surprisingly, latency with sidechain
processing is higher than just processing on themainchain only, as shown
in Fig. 19. Sidechain processing on a Hyperledger is achieved by using
another Hyperledger channel that incurs the same cost as processing on
the mainchain, which is also a Hyperledger channel. Due to the overhead
to facilitate sidechain processing, latency is higher when sidechain is
used.

b) Sidechains for privacy

As discussed already, sidechains may also be used for privacy. In more
complex smart contracts, such as the trade use case, certain parts of the
contract should not be visible to all participants of the smart contract. For
instance, after the buyer and seller agree on the price, the price should
not be visible to some of the other actors. By choosing to deploy and
execute an independent subgraph pattern, i.e., a sub-model, on a side-
chain, privacy is also provided, as only the actors who participate in the
sidechain sub-model execution can observe all data pertaining to that
sidechain processing, while the other actors do not have access to that
data. However, all actors have access to the results of computation that
are stored on the mainchain. As was already noted before, the above
statements are subject to privacy features of individual blockchains, as
some blockchains, such as Hyperledger Fabric, do support private data on
a channel that is not visible to other participants.

7. Concluding remarks

This paper contributes to the research on generating smart contracts
from a BPMNmodel. As in previously reported research, weminimize the
modeler's interaction with the system in that once the BPMN model is
input, the modeler simply guides the tool in the generation of the smart
contract methods. The modeler guides the tool in the transformation
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process and provides the necessary information to the tool, such as the
code for template methods implementing BPMN task elements or infor-
mation on which parts of the smart contract should be deployed on a
sidechain. In addition, the modeler/developer can use the tool to explore
the execution properties of the methods of the smart contract. Currently,
our tool provides the creation and deployment of contracts for either
Ethereum or Hyperledger blockchains.

The following two features are the major differences from the work
reported by others.

� We analyze the BPMN diagram and use DE-HSM modeling to identify
patterns, referred to as LSI subgraphs, that are localized in that once
execution of the pattern starts, it remains local to the pattern until
there is an exit from that pattern. Furthermore, each pattern has only
one “entry” and one “exit” point. Such patterns naturally lend
themselves to decomposition purposes that our approach exploits. We
use such patterns for forming the sub-models, wherein the function-
ality of each sub-model is represented by an FSM or concurrent FSMs.
The choreography (not a BPMN term) of processes, that is, the
workflow determining which sub-models are executed in which
sequence, is guided by the interconnections amongst the sub-models,
while the functionality of each sub-model is represented by an FSM,
or possibly a number of concurrent FSMs. The interconnection of the
sub-models is represented by the DE-HSM model. Consequently, as
the DE-HSM is a model that is an equivalent representation of a BPMN
model, the correctness of representing the BPMNmodel using the DE-
HSM model is assured.

� We provide for the transformation of sub-models, selected by the
modeler, into a separate contract that is deployed and executed on a
sidechain, while the main smart contract interacts with the DApp and
invokes these sidechain methods as is appropriate. Sidechain pro-
cessing may be chosen by a modeler (i) to reduce the cost of pro-
cessing if sidechain processing is cheaper than processing on a
mainchain (e.g., processing on a Quorum sidechain in conjunction
with the main contract being deployed on the public Ethereum
blockchain) or (ii) to support privacy by processing a pattern on a
sidechain.

We made several simplifying assumptions on the BPMN model, such
as limited looping/repeating or parallel sub-processes, and no feedback
loops in the BPMN model that cannot be expressed as looping or con-
current sub-processes that need to be addressed. The tool's limitation is
that, prior to the execution of a looping sub-process, the number of it-
erations needs to be known. The assumption on the parallel sub-processes
is more restrictive in that the maximum number of parallel streams to
execute a parallel sub-process needs to be known at the time of trans-
forming the BPMN model into the methods of a smart contract. We are
investigating approaches to reduce or remove these limitations.

The BPMN standard defines a transaction on a sub-process, in which



Fig. 18. Ethereum latency of processing on mainchain vs.

Fig. 19. Hyperledger latency of processing of all on one channel vs.sub-models on the Quorum sidechain. processing sub-models on another channel.
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case the whole sub-process must be completed or any activity of the sub-
process must be undone by a compensating transaction if the sub-process
is unable to be completed successfully. As was already discussed before, a
blockchain also has a transaction that is defined as any set of ledger
updates made by the execution of a single smart contract method. How-
ever, a trade transaction is long-term and may include many activities,
activities performed by a subset of the application participants on a
subset of data used by the application. And these three different concepts
do not align. How to support long-term trade transactions, which span a
number of calls to the smart contract methods, is still an open question
that we are currently addressing. There are also some of the BPMN ele-
ments, such as error, escalation, and multiple parallel attributes, that our
TABS system does not support, but we are working on their incorporation
into the system.

Currently, we provide a demo and limited-term online access to the
tool upon request that can be made by emailing Chris.Liu@dal.ca. In the
near future, we plan to prepare appropriate documentation to facilitate
future potential collaborations.

Of course, our current implementation is only a PoC, and many issues
still need to be addressed. For instance, as contract execution consists of
the removal of events from the DE queue and processing them, issues of
efficiency and scalability need to be addressed. The use of a global logical
clock to timestamp events, which are stored in the timestamp-priority
ordered queue DE queue, may also lead to scalability issues that need
to be investigated. We note that the properties of trade applications are
such that the speed of processing is not a priority as the transactions in
this vertical are relatively long-term. The issue of scalability may arise
due to the increase in the complexity of applications and in the number of
applications that need to be supported.
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